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The trusted comp uter system evaluation criteria defined in this document classify systems
rncilianl Alileimneare ~Af amhanrcrad carnrity merAtantian Tha Aritaria mrAavidas
into four broad hierarchical @ivisions o1 €nnanced sECUrily proiéclion. 1€ Criieria proviae
s lacic far the avaluation of effectiveness of security controls built into automatic data
a 0asis 107 tne €vaiudliOnN O1 Clitlliviiie3s Vi 3% Rt SVt Lad Yeils iV QuiViais.s =<
processing system products. The criteria were developed with three objectives in mind: (a)
to provide quidance (e} manufacturers as o what to Lu1]d into their new. wnde]y-avaxlable

gL guidadlib

and as a standard for DoD evaluation thereof: (b) to provide users with a yardstick with
which to assess the degree of trust that can be placcd in computer systems for the secure
processina of classified or other sensitive information: and ic! to provide a basis for

specifving security requirements in acquisition specifications Two types of requirementis
ara Aalimantad €ar cantea memraccing: (a) enacific carnrity featiire rennirementce and (hy
are ae¢iincaieéa 101 securc PIULCCODILE . fd! SPLLiiit SUL Wil availiv dvyuiiviutians anu v
assurance requirements. Some of the latter requirements enable evaluation pe _rsgrmcl to
determine if the required features are present and functioning as intended. The e of

these criteria 1s to be applied to the set of components comprising a trusted system. and 15
not necessarily to be applied to each system component individually. Hence. some
components of a svstem may be completely untrusted. while others may be individually
evaluated to a lo“er or higher evaluation class than the trusted product considered as a

whole svstem. In trusted products at the high end of the range. the strength of the
_,.r-_,.,.,... aammit~e ic ciirh that mact Af the cverem caomnanentc can he camnletelvy
(C1ICicncc oo llLUl l SUCH tiidl ITIUSL Ul UL S)YStiein VTP UILIvIILS VAl VUL LVdipivivay
untrusted. Thoueh the criteria are intended to be application-independent. the specific
security feature requirements may have to be interpreted when applying the criteria to
specific systems with their own functional requirements. applications or special

environments te.g.. communications processors. process control computers. and embedded
svstems in general . The underlying assurance requirements can be applied across the entire
spectrum of ADP svsiem or application processing environments without special
interpretation. ’
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In Ociober 1967, a orce was assembled under the auspices of the Defense Science
Board to address computer security safeguards that would protect classified information in
remote-access. resource-sharin uter systems. The Task Force report. "Security
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Controls for Computer Systems." pubhshed in February 1970, made a number of policy and
technical recommendations on actions to be taken to reduce the threat of compromise of
classified information processed on remote-access computer systems. [38] Department of

-

Defense Directive 5200.28 and its accompanying manual DoD 5200.28-M. published in

~ mema A s BAtA - -~
1972 and 1973 tc:pcun]c'\ responaea 1o one oi these recommendations DY ¢€sia itshmg
uniform DoD policy. security requirements. administrative controls, and technical measures
1o protect classified information processed by DoD computer systems.[11;12] Research and

de\elopment work undertaken by the Air Force. Advanced Research Projects Agency. and
other defense agencies in the early and mid 70's developed and demonstrated solution
approaches for the technical problems associated with controlling the flow of information in
resource and information sharing computer systems.[!1] The DoD Computer Security
Initiative was started in 1977 under the auspices of the Under Secretary of Defense for

Research and Engineering to focus DoD efforts addressing computer security issues.[37]

Concurrent with DoD efforts to address computer security issues. work was begun under
the leadership of the National Bureau of Standards (NBS) to define problems and solutions

neia ne suojcct of a
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One of the rnductc of the s

an outgrouth of recommendations from this report, and in support ot“ the DoD Computcr
Security Initiative. the MITRE Corporation began work on a set of computer security
evaluation criteria that could be used to assess the degree of trust one could place in a

computer S)stem to protect classmed data 1Z8. 29 35] The prehmmary concepts for
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Security Center as given in its DoD Charter is to encourage the widespread avatlabtltty of
trusted computer systems for use by those who process classified or other sensitive
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Scope

The trusted computer system evaluation criteria defined in this document apply primarily to
trusted. commercially available automatic data processing (ADP) systems. They are also
applicable, as amplified below, to the evaluation of existing systems and to the specification
of security requirements for ADP systems acquisition. Included are two distinct sets of
requirements: 1) specific security feature requirements: and 2) assurance requirements. The

specmc feature requirements encompass the capabilities typically found in information
processing systems employing general-purpose operating systems that are distinct from the
applications programs being supported. However, specific security feature requirements
may also apply to specific systems with their own functional requirements. applications or
snecial environments (e ¢ cOMMUNICATIANG NFOCLSSATS Nrocess control comnntare and
FPELINL LA TVLIVIBUIIGIILS 1By WVINIHUILIVALIVIIS PIVELISVII, PIVVLIS VVIHLIMIVE CULIIPULLLS, alllu
embedded systems in general). The assurance requirements. on the other hand. apply _g
systems that cover the full range of computing environments from dedicated controller

full range multilevel secure resource sharing systems.

Purpose
As outlined in the Preface. the criteria have bee veloped to serve a number of intended
purposes:

* To provide a standard to manufacturers as to what security features to build into
their new and planned. commercial products in order to provide widely available
systems that satisfy trust requirements (with particular emphasis on preventing the
disclosure of data) for sensitive applications.

* To nrovide DoD Comnnnante with 2 matric with which ta avaluate tha dasgras Af
AN piN AN AN \-VIIIPULI\.AASJ YYAVIL @ JAlVv Vi YV AMEL YV ILIGEL VWO M YALUALL LW u\-El\-\ wvi
trust that can be placed in computer systems for the secure processing of classified

and other sensitive information.

* To provide a basis for specifying security requirements in acquisition
specifications.

)

e criteria 1 &  nrovidino alD
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With respect to the second purpose for development of

%5 W Las sV LPVI AV We Y

components with a security cvaluanon metric. evaluations can be delineated into two types:
(a) an evaluation can be performed on a computer product from a perspective that excludes
the application environment; or, (b) it can be done to assess whether appropriate security
measures have been taken to permu the systcm to be used opcranonally ina spccmc

-

anmuIiranneiant Tha fArremas n-.. imelme o damz ke elaa Nlae .A‘- P < U
COvvLeIiv e 1onmer typce Ul C\dlUdllUl’l lb aoneé oy iné .vat Ulldl \.U[llpUlCl’ accuru\
Center through the Com mermal Product Evaluation Process. That process is described in

Hmercial rro V LION FTOCESS 14al proOocess I8 COSCriocee 1n

The latter type of evaluation, i.e., t : t
security attnbutcs with respect to a specific operational mission, is known as a certificat
evaluation. It must be understood that the ompletnon of a formal product evaluation does
not constitute certification or accreditation for the system to be used in any specific

application environment. On the contrary, the evaluation rcport only prov1des a trusted

-

MAmTwmentrtar st meva ' s avinliemel - D 1 T T . ) Antrn Adanmanl = == o -
computer system's evaluation rating along with supporting data describing the product
system's strengths and weaknescec fram a comnuter cecuritv mnt of view. The svstem
J & j9 18] FERINISTS 1iVil @ VVilipuitvl Svemaian) pveat Ve aiv SySdivaa
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security certification and the formal approval/accreditation procedure, done in accordance
with the applicable policies of the issuing agencies, must still be followed before a system
can be approved for use in processing or handling classified information.[ 11:12] Designated
Approving Authorities (DAAs) remain ultimately responsible for specifying security of _ -
systems they accredit.

The trusted computer system evaluation criteria will be used directly and indirectly in the
certification process. Along with applicable policy, it will be used directly as technical
guidance for evaluation of the total system and for specifying system security and
certification requirements for new acquisitions. Where a system being evaluated for
certification .employs a product that has undergone a Commercia Product Evaluation,
reports from that process will be used as input to the certification evaluation. Technical
datawill be furnished to designers, evaluators and the Designated Approving Authorities to
support their needs for making decisions.

Fundamental Computer Security Requirements

Any discussion of computer security necessarily starts from a statement of requirements.
i.e.. what it really means to call a computer system “secure.” In general. secure systems
will control. through use of specific security features. access to information such that only
properly authorized individuals. or processes operating on their behalf. will have access to
read. write. create. or delete information. Six fundamental requirements are derived from
this basic statement of objective: four deal with what needs to be provided to control
access to information: and two deal with how one can obtain credible assurances that this is
accomplished in a trusted computer system.

Policy

Requirement 1 -STCURITY POLICY - There must be an explicit and
well-defined security policy enforced by the system. Given identified
subjects and objects. there must be a set of rules that are used by the
system to determine whether a given subject can be permitted to gain access
to a specific object. Computer systems of interest must enforce a
mandatory security policy that can effectively implement access rules for
handling sensitive (e.g.. classified )information.[10] These rules include
requirements such as. No person lacking proper personnel security
clearance shall obtain access to classified information. In addition,
discretionary security controls are required to ensure that only selected users
or groups of users may obtain access to data (e.g., based on a need-
to-know ..

Requirement 2 - MARRING - Access control labels must be associated
with objects. In order to control access to information stored in a
computer. according to the rules of a mandatory security policy, it must be
possible to mark every object with a label that reliably identifies the
object’s sensitivity level (e.g., classification), and/or the modes of access
accorded those subjects who may potentially access the object.
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Accountability

Requirement 3 - IDENTIFICATION - Individual subjects must be
identified. Each access to information must be mediated based on who is
accessing the information and what classes of information they are
authorized to deal with. This identification and authorization information
must be securéiy maintained by the computer system and be associated with
every active element that performs some security-relevant action in the

svetem

system
Requiremeni 4§ - ACCOUNTABILITY - Audit information must be
selectively kept and protected so that actions affecting security can be

1 4
traced to the responsible party. A trusted system must be able to record
the occurrences of security-relevant events in an audit log. The capability to
select the audit events to be recorded is necessary to minimize the expense
of auditing and to allow efficient analysis. Audit data must be protected
from modification and unauthorized destruction to permit detection and
after-the-fact investigations of security violations.

Assurance
Requirement § - ASSURANCE - The computer system must contain
hardware software mechanisms that can be independently evaluated o
provide sufficient assurance that the system en orces .remli.rem»ms !

Pohcv Markmg Identification, and Accountabxlxty are enforced by a
computer system, there must be some identified and unified collection of
hardware and software controls that perform those functions. These
mechanisms are typicaily embedded in the operating system and are designed
10 carry out the assigned iasks im a secure manneér. The basis for trusiing
such system mechanisms in their operational setting must be clearly
documented such that it is possible 1o independently examine the evidence

to evaluate their sufficiency.

Renaniramont £ . CONTINDO

ANSYwisvancas U SRV A I A B V)

mechanisms that enforce these basic requirements must be continuously
protected against tampering and.or unauthorized changes. No computer
system can be considered truly secure if the basic hardware and software
mechanisms that enforce the security policy are themselves subject to
unauthorized modification or subversion. The continuous protection
requirement has direct implications throughout the computer system's life-

'S DDNTIECOCTINN - Tha ¢trunctad

'\J A NNV L Ao AANVILNY T 4 1% 1 udIcU
n

These fundamental requirements form the basis for the individual evaluation criteria
ach evaiuation division and ciass. The interested reader is referred to
f this document, "Control Objecuves for Trusted Computer Systcms " for a

iscussion and further amnlification of thece fundamental re

d —SSaaa uauy;n;uyu- Wi ssiwew LI g § 1YY

eneral-purpose information processing systems and t
f the re)auonshxp between Policy and these requirements.

10 .
V’.n



s St it Sl 4

-

introduction 5

The remainder of this document is divided into two parts. four appendices. and a glossary.
Parx I {Sections | through 4. presents the detailed criteria derived from the fundamental

Part 11 iSections 5 through 10} provides a discussion of basic objectives. rationale. and
national policy behind the development of the criteria, and guidelines for.developers

periaining 0. mandaiory access conirol rules implementation, the covert channel probiem,
and security testing. It is divided into six sections. Section S discusses the use of contro)
objectives in general 'and pres e.ms the three basic control nhjce!ives of the criteria. Section
6 provides the theoretical basis behind the criteria. Section 7 gives excerpts from pertinent

regulations. directives. OMB Circulars, and Executive Orders which provide the basis for
many trust requirements for processing nationally sensitive and classified information with
computer systems. Section 8 provides guidance to system developers on expectations in

dezling with the covert channel probiem. Section 9 provides guidelines dealing with
mandatory security. Section 10 provides guidelines for security testing. There are four
appendices. imcjuding a description of the Trusted Computer System Commercial Products
Evaluation Process :Appendix A.. summaries of the evaluation divisions (Appendix B: and
classes Appendin C . and finally a directory of requirements ordered alphabetically. In

addition. there is a glossary.

(e

Structure of the Criteria
The criteria are divided into four divisions: D. C. B. and A ordered in a hierarchical
manner with the highest division (A) being reserved for systems providing the most
comprehemn ‘@ security. tach division represems a rna)or improvement in the overall

1 e system for tne proxecuon of sensitive information. w'umn
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possess.  Assurance of correct and complele desngn and 1mplememanon fo ese sxstems 1S
gained mostly through testing of the security-relevant portions of the system. The security-
relevant portions of a system are referred to throughout this document as the Trusied

(ompuung Bas ‘TCB . b\'stems represemative of higher c]asses in di\'ision B and division
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Division D

1.0 DIVISION D: MINIMAL PROTECTION

This division only, one class. It have
that fai!
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Division C 11

20DIVISION C: DISCRETIONARY PROTECTION

Classes inthisdivision provide for discretionary (need-to-know protection and. through the
inclusion of zudit capabilities. for accountability of subjects and the actions they initiate.



12 Division C Class C1

2.1 CLASS (C1): DISCRETIONARY SECURITY PROTECTION

incorporates some form of credible conrrols capable of en forcmz acce s limitations on an
individual basis, i.e., ostensibly suitable for allowing users ro be able to protect proiecr or
private information and to keep other users from accidentally reading or destroving their
data. The class (Cl) environmeni is expected 10 be one of cooperating users processing
data at the same level's) of sensitivity. The following are minimal requirements for
svstems assigned a class (Cl) rating:

)

2.1.1 Security Policy

2.1.1.1 Discretionary Access Control

The TCR shall define and control acces

s n an
named objects (e.g., files and programs) in the ADP system. Th

=

enforcement mechanism (e. g., self group public controls, access
control lists) shall allow users to specify and control sharing of those

objects by named individuals or defined groups or both.

719 Arrnimtahility
o } o bo AV WIIWAGUVILLLIL
2.1.2.1 Identificat nd Authentication ’

The TCB shall require users to ideniify themselves to it before
beginning to perform amy other actions that the TCB is expected to
mediate. Furthermore, the TCB shall use a protected mechanism
(e.g., passwords) to authenticate the user's identity. The TCB shall
protect authentication data so that it cannot be accessed by any

unauthorized user.
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Assurance
1.3.1 Operational Assurance
2.1.3.1.1 System Architecture
The TCR chall maintain a damain far itec nan nvannl‘;\n that
FEiye AV A JOiII&all LMIAaiUlAaIlU & UVIMIGIU 1VE LD UYTU TATLULIVLU suasns
protects it from external interference or tampering (e.g., by
modification of its code or data structures). Resources
controlled by the TCB may be a defined subset of the subjects
and objects in the ADP system.
2.1.3.1.2 System Integrity
Hardware and or software features shall be provided that can be
used to periodically validate the correct operation of the on-site
hardware and firmware elements of the TCB.
1 29 Tifa.Mvynrla Accnivranna
.J.& LILC by»u: AUl AaliIve
2.1.3.2.1 Security Testing
The security mechanisms of the ADP system shall be tested and
€nnnnd tn unel- ac Alaimad in tha cvctam dannimantatinm Tactino
ITUMLIU LU WUIR a3 LIAaIUITU 14 LHE Jy0tlvill UvLulTuLlalIvis. lc;ll“‘
sha!! be done to assure that there are no obvious ways for an
authorized user to bypass or otherwise defeat the security
protecuon mechanisms of the TCB. (See the Security Testing
guidelines.)
) . VN -AA.'.A_'-_.
1JOCUINCIILdL10]11
1.4.1 Security Features User's Guide
A single summary, chapter, or manuai in user documentation shail
describe ihe protecnon mechanisms provided by the TCB, guidelines
on their use, and how they interact with one another.
1.4.2 Trusted Facility Manual
A manua) addressed to the ADP system administrator shall present
cautions about functions and privileges that should be controlled when
runnino a secure facility,
|=a 1] SEIS EsSL R
.1.4.3 Test Documentation

he cvctam davalanor chall nravide ta the evalnators a docnment that
iy U_‘;l‘ul e v VPe: SRl PIVIEVST 3V Ty Wi RimEivas S SVemaswvas sums
describes the test plan, test procedures that show how the security
1]

mechanisms were tested, and results of the security mechanisms

functional testing.

o
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2.1.4.4 Design Documentation

Documentation shall be available that provides a description of the
manufacturer's philosophy of protection and an explanation of how
this philosophy is translated into the TCB. If the TCB is composed of
distinct modules, the interfaces between these modules shall be

described.
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2.2 CLASS (C2): CONTROLLED ACCESS PROTECTION

Sysrems in this class enforce a more finely grained discretionary access control than /C//
syszems, making users individually accountable for their actions through login procedures,
auditing of securiry-relevant events, and resource isolation. The following are minimal
requirements for systems assigned a class (C2/ rating:

2.2.1 Security Policy

2.2.1.1 Discretionary Access Control

The TCB shall define and control access between named users and named
objects (e.g., files and programs) in' the ADP system. The enforcement
mechanism (e.g., self/group/public controls, access control lists) shall
allow users to specify and control sharing of those objects by named
individuals. or defined groups of individuals, or by both, and shall
provide controls to limit propagation of access rights. The
discretionary access control mechanism shall, either by explicit user
action or by default, provide that objects are protected from
unauthorized access. These access controls shall be capable of
including or excluding access to the granularity of a single user.
Access permission to an object by users not already possessng access
permission shall only be assgned by authorized users.

2.2.1.2 Object Reuse

All authorizations to the information contained within a storage object
shall be revoked prior to initial assgnment, allocation or reallocation
to a subject from the TCB's pool of unused storage objects. No
information, including encrypted representations of information,
produced by a prior subject’s actions is to be available to any subject
that obtains access to an object that has been released back to the
system.
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Accountability ]

.2.1 Identification and Authentication
The TCB shall require users to identify themselves to it before beginning
to perform any other actions that the TCB is expected 1o mediate.
Furthermore, the TCB shall use a protected mechanism (e.g., passwords)
to authenticate the user's identity. The TCB shall protect authent cation
data so that it cannot be accessed by any unauthorized user. The TCB
shalil be abie to enforce individual accountability by providing the
capability to uniquely identify each individual ADP system user. The
TCR shall also provide the capability of associating this identity with
all auditable actions taken by that individual.

2.2 Audit

The TCB shall be able to create, maintain, and protect from

modification or unauthorized access or destruction an audit trail of

accesses to the objects it protects. The audit data shall be protected

by the TCB so that read access to it is limited to those who are
[ 4

autho d for audit data. The TCB shall be able to record the
followigg :ypes of evegts; use of ;dgm!f;c;ugg and authentication

file open, program initiation), deletion of objects, actions taken by

computer operators and system administrators and/or system secunty

other securiiy reievani evenis. For each recorded event,
t

y: date and time of the event, user, type

of the event. For identification’
authentication events the origin
included in the audit record. For events that introduce an object into
a user's address space and for object deletion events the audit record

shail inciude the name of the object. The ADP system administrator
shall be able to selectively audit the actions of any one or more users
based on individual identity

Operational Assurance

o
3

e
o
2
3
m

1 4
protects n rom cxtcmal mtcrfercncc ort
modification of its code or data structures). Resources comrollcd
by the TCB may be a defined subset of the subjects and objects in

the ADP system. The TCB shall isolate the resources to be
protected so t‘ﬂ‘i they are subject to the access control and
auditing requirements
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3

= 2.2.3.1.2 System Integrity

,j Hardware and/or sofiware features shall be provided that can be
used to periodically validate the correct operation of the on-site
hardware and fxrmware elements of the TCB

2.2.3.2 Life-Cycle Assurance
2.2.3.2.1 Security Testing
The security mechanisms of the ADP system shall be tested and
found to work as claimed in the system documentation. Testing
shall be done to assure that there are no obvious ways for an
unaumorxzea user to bypass or otncrw1sc defeat the security

| PN PR Y T DR
1 180 1DCluGe a
H
L ]
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Py K | SLLULILY 1T LAlulied Udtl > Uil
A single summary. chapter. or manual in user documentation shall
describe the protecuon mechanisms provided by the TCB. guidelines on

{ their use. and how they inieract with one another.

2.2.4.2 Trusted Facility Manual
A manual addressed to the ADP system administrator shall present
Amsrteimanr Ablaiie fiscameimanrs A mrd mmisrilamnr tlhne clhatii]ld lha AR wa 1Mad eerl aoa
LCaulivulld aboult IUHQUUIIB aliu priviicety Lildi >nouid D€ COniroiiea HECI1
running a secure facility. The procedures for examining and
maintaining the audit files as well as the detailed audit record
structure for each type of audit event shall be given.

2.2.4.3 Test Documentation
The system developer shall provide to the evaluators a document that
describes the test plan. test procedures that show how the security
mechanisms were tested. and results of the security mechanisms'
functional testing.

MY A4 A Meaciogm MNAanticaansesntl e

L. L.t L}Cblgll UULUHIC[lldUUAl

Documentation shall be available that provides a description of the
manufacturer’s phllosophy of protection and an cxplanatxon of how this

philosophy is transiated into the TCB. If the TCB is composed of
distinct modules, the interfaces between these modules shall be described.
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Division B

The notion of a TCB that preserves the integrity of sensitivity labels and uses them to
enforce a set of mandatory access control rules is a major requirement in this division.

K

1ne system deve
<

b ot}
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Division B Class B

Class (Bl) systems require all the features required for class (C2). In addition, an
informai statement of the security policy model, data iabeiing and mandatory access

s ten] Avam sz iorte ianee seecics ko mmacsies o se. £

control over named subjects and objects must be present. The capability must exist for
accurately labeling exported information. Any flaws identified by testin

................. xpo identified by resting mus

removed. The _folloumg are m:mma[ requirements for systems assigned a class (B])
rating:

3.1.1.1 Discretionary Access Control

The TCB shall define and control access between named users and '1-“ﬁed
objects (e.g. I-s and programs) in the ADP system. The enforcemen
mechamsm ( . self/group/public controls, access control lists) hall

allow users to spemfy and ‘control sharing of those objects by named
individuals, or defined groups of individuals, or by both and shall
provide controis to umu propagation of access ngms

AnAacr - - ben el o ama alenll miele me loar PP, - P
access control mechanism shall, either by cxpuul usér action or D)
default, provide !h..‘ objects are protected from unauthorized access

These access controls shall be capable of including or excluding access to
the granularity of a single user. Access permission to an ObJCCI by users
not already possessing access permission shall only be assigned by
authorized users.

Ali authorizations to the information contained within a storage object

chall ha ravAabad meine ¢A tmisial cignmant allarntinm Aae canllanatine s~

JiQil Ve 1LCYUALU pLivL L initiai ¢:>|5xuumu, dllULdllUu 1 isalivvatillvll v

a subject from the TCB'c pool of unused storage objects. No
i

e
information, including encrypted representations of information,
produced by a prior subject's actions is to be available to any subjcct
that obtains access to an object that has been released back to the
system.
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Labels

Sensitivity labels associated with each subject and storage object
under its control (e.g., process, file, segment, device) shall be
maintained bv the T(‘B These lahels chall he nsed as the hasic for

mandatory access control decisions. In order to import non- !;bg!;t._l
data, the TCB shall request and receive from an authorized user the
security level of the data, and all such actions shall be auditable by the
TCB.
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Sensitivity labels shall accurately represent security levels of the
specific subjects or objects with which they are associated.
When exported by the TCB, sensitivity iabeis shail accurately
and nnamhionancly rsamsacant ¢ha feetammal 2oab 1. o3 _L_1F 0
Al UHaHIVIEgUUUSIy TEPITICUL LUC 1uiciugl IZ0¢€I1S 200 snail ove
associated with the information being exported,

.3.2 Exportation of Labeled Information

TCB The TCB shall maintain and be able to audl change
in the security level or levels associated with a communicatlon
channel or 1'O device.

—
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1.3.2.1 Exportation to Multilevel Devices

When the TCB exports an object to a multilevel 1/0
device, the sensitivity Iabel associated with that object

shaii aiso be exported and shaii reside on the same
physical medium as the exported information and shail be
in tho coama farm (3 o manh‘nn=-nn‘nkln ar hosmean_
38 RIIL JOA&UIT 1VIAUI \I.Ce.y LISLIAIILITTICAUaGaVIC VI 1} x 3§ hd
readable form). When the TCR exports or imports an
object over a multilevel communication channel, the
protoco} used on that channel shall provide for the

unambiguous pairing between the sensitivity labels and the
associated information that is sent or received.

Single-level 1/0 devices and single-level communication
channels are not required to maintain the sensitivity labels

of the mrormatlon they process. However, the TCB shali
nclude a mechanism by which the T r
H
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3.1.1.3.2.3 Labeling Hnman-Readable Output

The ADP system administrator shall be able to specify the
printable label names associated with exported sensitivity
labels. The TCB shall mark the beginning and end of all
human-readabie, pageu, narac(‘)ily ouipui \e 8. line printer
output) with human-readable sensitivity labels that
properly! represent the sensitivity of the output. The
TCB shall, by default, mark the top and bottom of each
page of human-readable, paged, hardcopy output (e.g.,
line printer output) with human-readable sensitivity labels
that iu"ﬁl‘)éfly' represeni the overail sensitivity of ihe
output or that properly! represert the sensitivity of the
information on the page. The TCB shall, by defaunlt and
in an appropriate manner, mark other forms of human-
readable output (e.g., maps, graphics) with human-
readable sensitivity labels that properly! represent the
sensitivity of the output. Any override of these marking
defaults shall be auditable by the TCB.

3.1.1.4 Mandatory Access Control

The TCRB shall enforce 2 mandatory access control policy over all
subjects and stora ge objects under its control (e.g., processes,

segments, devnces) These subjects and objects shall be assngned
sensitivity labels that are a combination of hierarchical classification

levels and non-hierarchical categories, and the labels shall be used as

the basis for mandatory access controi decisions. The TCB shali be
able to support two or more such security levels. (See the Mandatory
Access Control guidelines.) The following requirements shall hold for

all accesses between subjects and objects controlled by the TCB: A
subject can read an object only if the hierarchical classification in the
subject s secuntv Ievel is greater than or equal to the hlerarchlcal
c:issmcauon in ti nject s secumy le\

‘D.'nﬂh iace
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cal categori biect ec c

object only f the hlerarchlcal class flcation in the ubject's security
level is less than or equal to the hierarchical classification in the
object‘s security level and all the non-hierarchical categories in the
subject's security ievel are included in the non-hierarchical categories
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in the object's security level. Identification and authentication data
shall be used by the TCR to authenticate the user's identity and to

ensure ;hat the security level and authorization of subjects external to
the TCB that may be created to act on behalf of the individual user
are dominated by the clearance and authorization of that user.

' The hierarchicai ciassification component in human-readabie seasitivity labels shall be equal to the
2r

reatest hierarchical classification of anv of the information in the outnut that the lahals refer to: the

441 TITTISTS SISSSSISSCIVU Vi muy Vi tUL IUSVISHmIIVG S Sliv VElpwe sise LS smUlis st O, watb

noen- Iuer_arc_luc_al category component shall include all of the non-bierarchical categories of the
information in the output the labels refer to, but no other non-hierarchical categories.
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3.1.2 Accountability

3.1.2.

3.1.2.

!
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Identification and Authentication
The TCB shall require users to identify themselves to it before beginning

il y tl

to perform any other actions that the TCB 1s-c)zo;ctcd to mediate.
Furthermore. the TCB shall maintain authentication data that includes
mformauon for verifying the identity of individual users (e.g.,

passwords) as well as information for determlmng the clearance and
au nonzaiions of individual users. This data shali be used by the TCB
to authenticate the user's identity and to ensure that the security level
and authorizations of subjects external te the TCB that may be
created to act on behalf of the individual use.r are dominated by the

clearance and authorization of that user. The TCB shall protect

authentication data so that it cannot be accesscd by any unauthorized
user. The TCB shall be able to enforce individual accountability by
providing the capability to uniquely identify each individual ADP system
user. The TCB shall also provide the capaouu) of assocxatmg this

sth All AsrAdienla

1a Atimemr ¢nl,a wr
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identification and authentication mechanisms, introduction of ob;ects
into a user's address space (e.g., file open, program initiation), deletion
of objects. acnons taken b) computer operators and system administra-
ther sec rl[y relevant events.
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nd time of lhe event, user, tvne of event, and su
failure of the event. For identification/authentication events the gin
of request (e.g.. terminal 1D) shall be included in the audit record. For
events that introduce an object into a user's address space and for object
deletion events the audit record shall inciude the name of the object and

3 JR . | ,n l,,

the object's securiiy level. The ADP sysiem administratior shali able
to selectively audit the actions of any one or more users based on
individual identity and or object security level

The TCB shall maintain a domam for 1ts o“n exccuuon that
protects it f ex

r
odification of i
modification of
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3.13.1.2

Division B Class B1

by the TCB may be adefined subset of the subjects and objectsin
the ADP system. The TCB shall maintain process isolation
through the provision of distinct address spaces under its
control. The TCB shall isolate the resources to be protected so
that they are subject te the access control and auditing require-
ments.

System Integrity

Hardware and/or software features shall be provided that can be
used to periodically validate the correct operation of the on-site
hardware and firmware elements of the TCB.

3.1.3.2 Life-Cycle Assurance

. 31321

3.13.2.2

Security Testing

The security mechanisms of the ADP system shall be tested and
found to work as claimed in the system documentation. A team
of individuals who thoroughly understand the specific imple-
mentation of the TCB shall subject its design documentation,
source code, and object code to thorough analysis and testing.
Their objectives shall be: to uncover all design and implementa-
tion flaws that would permit a subject external to the TCB to
read, change, or delete data normally denied under the
mandatory or discretionary security policy enforced by the TCB;
as well as to assure that no subject (without authorization to do
so) is able to cause the TCB to enter a state such that it is
unable to respond to communications initiated by other users.
All discovered flaws shall be removed or neutralized and the
TCB retested to demonstrate that they have been eliminated and
that new flaws have not been introduced. (See the Security
Testing Guidelines.)

Design Specification and Verification

An informal or forma model of the security policy supported by
the TCB shall be maintained over the life cycle of the ADP
system and demonstrated to be consistent with its axioms.

3.1.4 Documentation

3.1.4.] Security Features User’s Guide

A single summary, chapter, or manua in user documentation shall
describe the protection mechanisms provided by the TCB, guidelines on
their use, and how they interact with one another.
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ture
ribe the operator

and administrator functlons related to security, to mclude changing
the security characterlsucs of a user. It shall provide guidelines on

the consistent and effective use of the protection features of the
system, how they iniérici, how to securely generate a new TCB, and
facility procedures, warnings, and privileges that need to be conirolied
in order to operate the facility in a secure manner,

Test Documentation

The system developer shall provide to the evaluators a document that
describes the test plan., test procedures that show how the security
mechanisms were tested, and results of the security mechanisms’

functional testing.

Design Documentation

Documentation shall be available that provides a description of the
manufacturer’'s philosophy of protection and an explanation of how this
philosophy is translated into the TCB. If the TCB is composed of
distinct modules thc imerfaces betwecn thcse modules shall be describcd
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In class (B2) systems, the TCB is based on a clearly defined and documented formal
security policy model that requires the discretionary and mandaitory access control

enforcement found in class (Bl) systems to be extended to all subjects and objects in the
ADP (‘\ rlpm ’u .nﬁﬁ;f' »” nn\n 4 ’c neo ndﬁracrafi Thn TI‘D mrtscr ho navn

in »t rha S
A N gaailion, cover! cnanneis are gqaaressea 4% Ao MMUS g Laréjuny

structured into protection-critical and non-protection-critical elements. The TCB interface
is well-defined and the TCB design and implementation enable it to be subjected to more
thorough testing and more complete review. Authentication mechanisms are strengthened.
trusted facilin' managemem is provided in the form of support for svstem administrator
and Opéraior Juncuuns, and siringeni Conﬂgurauon managemenr’ conirols are :mposea

The system is rplnn\ml\ rocictant tn nomotrntinn Tho follouwino are minimal reguirements
resisignt 1o penetralion. ine joliowing are minimal requiremenis

for systems assigned a class (B2) rating:

nhis cima o filac and mrAsrarmac ) Py AhD cuctarm Tha anfAarcramant
A4 > .~ 11avD aliud yluslalllbl 15k 1. WAL DYILNill. Liiv NLLIVILNGLLIGLL
mechanism (e.g.. self/grour/publ!c controls, access control lists) shall
allow users to specnf control shanng of those bj ects by named

access conirol mechanism shali, elther by ex;‘:hcn USEr aciion or by
d?fnnlr nrovide that ghiacts are otected from unauthorized access
------- ) AL6A N \JUJU\-‘J iAW e AAWa AL -y v

are protected n una
These access controls shall be capable of including or exclu
the granularity of a single user. Access permission to an object by users
not already possessing access permission shall only be assigned by
authorized users.

3.2.1.2 Object Reuse
All authorizations to the information contained within a storage object
chall he rl\lnlrnﬂ nrine ta initinal accionmant allaratinn Ar reallaratinn tA
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a subject from the _CB‘s pool of unused storage objects. No
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produced by a prior subject’s actions is to be available to any subject
that obtains access to an object that has been released back to the

. System.

Labels

Sensitivity labels associated with each ADP system resource (eg.,
subject, storage object, ROM) that is directly or indirectly accessible
by subjects external to the TCB shall be maintained by the TCB.
These labels shall be used as the basis for mandatory access control
decisions. In order to import non-labeled data, the TCB shall request
and recelve from an authorized user the security level of the data, and dl
such actions shall be auditable by the TCB.

3.2.1.3.1 Labd Integrity

Sensitivity labels shall accurately represent security levels of the
specific subjects or objects with which they are associated. When
exported by the TCB. sensitivity labels shall accurately and
unambiguoudly represent the internal labels and shal be associated
wit h the information being exported.

3.2.1.3.2 Exportation of Labeled Information

The TCB shall designate each communication channel and 1/0
device as either single-level or multilevel. Any change in this
designation shall be done manually and shall be auditable by the
TCB. The TCB shall maintain and. be able to audit any changein
the security level or levels associated with a communication
channd or 1/0 device.

3.2.1.3.2.1 Exportation to Multilevel Devices

When the TCB exports an object to amultilevel 1/0 device.
the sensitivity label associated with that object shall also be
exported and shall reside on the same physical medium as
the exported information and shall be in the same form (i.e.
machine-readable or human-readable form). When the TCB
exports or imports an object over a multilevel communica-
tion channel, the protocol used on that channel shall
provide for the unambiguous pairing between the senstivity
labels and the associated information that is sent or
received.

3.2.1.3.2.2 Exportation to Single-Level Devices

Single-level 1/0 devices and single-level communication
channels are not required to maintain the sensitivity labels
of the information they process. However, the TCB shall
include a mechanism by which the TCB and an authorized
user reliably communicate to designate the single security
level of information imported or exported via single-level
communication channels or 1/0 devices.
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3.2.1.3.2.3 Labeling Human-Readable Output

The ADP system administrator shall be able to specify the

printable label names associated with exported sensitivity

labels. The TCB shall mark the beginning and end of all

human-readabie, paged, hafd“'py output {e.g., line printer
hl

1mon-rnar‘|n|\|n ceancitivity lahale thar mranacly!
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represent the sensitivity of the output. The TCB shall, by
default. mark the top and bottom of each page of human-
readable, paged, hardcopy output (e.g., line printer output)
with human-readable sensitivity Ia'bcls that properlyi
l'fpl'ESEi‘li the overall sensitivity of the outpui or ihai
properly! represent the sensitivity of the information on the
page. The TCB shall, by default and in an appropriate
manner, mark other forms of human-readable output (e.g.,
maps, graphics) with human-readable sensitivity labels that
properiy' represent the sensitivity of the output. Any
override of these marking defaults shall be auditable by the
TCB.

3.2.1.3.3 Subject Sensitivity Labels

The TCB shall immediately notify a terminal user of each
change in the security level associated with that user during an
interactive session. A terminal user shall be able to query the

3.2.1.3.4 Device Labels

The TCR chall sunport the assignment of minimum and

maximum security levels to all attached physical devices. These
security levels shall be used by the TCB to enforce constraints
imposed by the physical environments in which the devices are
iocaied.

3.2.1.4 Mandatory Access Control

The TCB shall enforce a mandatory access control policy over all
resources (i.e.; subjects, cmrnoo objects, and 1'0O devices) that are

N2 sy 2R=TseES

directly or indnrectl; accessnble by subjects external to the TCB.
These subjects and objects shall be assigned sensitivity labels that are a
combination of hierarchical classification levels and non-hierarchical
categories, and the labels shall be used as the basis for mandatory access

cantral dasricinne Tk. TPD chall ha ok‘n t0 SUnDOrt 1wWo or Aro ciinh
MU UE GULVISI0NS. I\ & Jliaii UL auil P yege i) {WC Or more sucn

security levels. (See the Mandatory Access Control guidelines.) The

' The hierarchical classification component in human-readable sensitivity labels shall be equal to the greatest

hierarchical classification of any of the information in the output that the labels refer to: the
non-hierarchical category component chall include all of the non-hierarchical r-nn-onnp: of the infaormartion

in the output the labels refer to. but no other non-hierarchical categories.
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following requirements shall hold for all accesses between all subjects
external to the TCB and all objects directly or indirectly accessible by
these subjects: A subject can read an object only if the hierarchical
classification in the subject’s security level is greater than or equal to the
hierarchical classification in the object's security level and the
non-hierarchical categoriesin the subject’s security level include all the
non-hierarchical categories in the object’s security level. A subject can
write an object only if the hierarchical classification in the subject’s
security level islessthan or equal to the hierarchical classification in the
object’s security level and al the non-hierarchical categories in the
subject’s security level are included in the non-hierarchica categories in
the object’s security level. Identification and authentication data shall
be used by the TCB to authenticate the user’ s identity and to ensure that
the security level and authorization of subjects external to the TCB that
may be created to act on behalf of the individual user are dominated by
the clearance and authorization of that user.

3.2.2: Accountability

3.2.2.1 Identification and Authentication

The TCB shdl require users to identify themselves to it before beginning
to perform any other actions that the TCB is expected to mediate.
Furthermore, the TCB shall maintain authentication data that includes
information for verifying the identity of individua users (eg., passwords)
as well as information for determining the clearance and authorizations
of individual users. This data shall be used by the TCB to authenticate
the user’s identity and to ensure that the security level and authoriza-
tions of subjects external to the TCB that may be created to act on
behaf of the individua user are dominated by the clearance and
authorization of that user. The TCB shall protect authentication data so
that it cannot be accessed by any unauthorized user. The TCB shall be
able to enforce individual accountability by providing the capability to
uniquely identify each individual ADP system user. The TCB shall also
provide the capability of associating this identity with all auditable
actions taken by that individual.

3.2 2.1.1 Trusted Path

The TCB shall support a trusted communication path between
itself and user for initial legin and authentication. Communica-
tions via this path shall be initiated exclusively by a user.

3.2.2.2 Audit

The TCB shdl be able to create. maintain. and protect from modification
or unauthorized access or destruction an audit trail of accesses to the
objectsiit protects. The audit data shall be protected by the TCB so that
read access to it is limited to those who are authorized for audit data.
The TCB shall be able to record the following types of events: use of
identification and authentication mechanisms. introduction of objects
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into a user's address space (e.g., file open. program initiation), deletion
of objects, actions takcn by computcr operators and system administra-
tors and/or system security officers, and other security relevant events.
The TCB shall also be able to audit any override of human-readable
output markings. For each recorded event, the audit record shall

identify: date and time of the event, user, type of event, and success or
failure of the event. For identification/authentication events the origin

:T'

of request (e.g., terminal ID) shall be included in the audit record. For
events that introduce an object into a user's address space and for object
deletion events the audit record shall include the name of the object and
the ODJCCI s secumy ievel. 1ne Aur sysrem aammxstrator snau be able

3.2.3.1.1 System Architecture

The TCB shall maintain a domain for its own execution that
protects it from external interference or tampering (e.g., by
"modification of its code or data structures). The TCB shall

mainiain i)i'(n‘:ess solation through the provision of distinct
address spaces under its control. The TCB shall be internally
structured into well-defined largely indenendent modules, It

oc-, ~—===psEE2t 22T

shall make effective use of available hardware to separate those
elements that are protectlon-critical from those that are not.
The TCB modules shall be designed such that the principle of
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System Integrity
Hardware and/or software features shall be provided that can be

used to periodically validate the correct operation of the on-site
hardware and firmware eilements of the TCB.

(V%)
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.3.1.3 Covert Channel Analysis

Thn cermdoee 3.0 _ __ _L_ 30 ___ Beed . AR o m L oL £ _ _ __.__.
10T 3y>itm GEVYeI0per snall conuuct & 1novrvugn scarcn 10r covert
storage channels and make a determination (either by actual
measurement or by engineering estimation) of the maximum
bandwidth of each identified channel. (See the Covert Channels

Guideline section.)
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of lhe TCB shall subject its design documentation, source code,
and object code to thorough analysis and testing. Their objectives
shall be: to uncover all design and implementation flaws that
would permit UbjCCI external to the lLb to reaa cnange or
delete data norma denied under ihé mandalory or discretionary
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to enter la e such that it is u nable to respond to communica-
tions mmated by other users. The TCB shall be found relatively
resistant to penetration. All discovered flaws shall be corrected
and the TCB retested to demonstrate that they have been

w
N
w
N
[0}
o
s
lﬂ

m
(ﬂ

el
o
0o
=
o
o
=
(@]
I
3
o
<
o
=
fony
)
Y
ond
o]
=

=
n
n
<
o
w
o
2,

(DTLS) of the TCB shall be maintained that completely and
accurately describes the TCB in terms of exceptions, error
messages, and effects. It shail be shown to be an accurate
description of the TCB interface.

of changes to the descriptiv pecification, other design
daxa imn!ementa..-n r_locl_lmemguo source code, the running

The conﬁguratlon management system shall assure a consistent
mapping among all documentation and code associated with the
current version of the TCB. Tools shali be provided for

Pad + 3 I“

generation of a new version of the TCB from source code. Also
available shali be tools for comparing a newly generated version
with the previous TCB version in order to ascertain that only
the intended changes i
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Division B Class B2

A singie summary, chapter. or manual in user documentation shall
describe the protection mechanisms provided by the TCB, guidelines on
their use. and how thev interact with one another.

_________ 5 |1 120 R A L A 2tes Vi

Trusted Facility Manual

cautions about functions and prmleges that should be controlled when
running a secure facility. The procedures for examining and maintaining
the audit files as well as the detailed audit record structure for each type
of audit event shall be given. The manual shall describe the operator and

administrator functions related to security, to include changing the
secumv characrensn s of a user. It shall prQVidc guid eli es on the

they interact. how to securely generate a new TCB. and facility

procedures. warnings. and privileges thai need to be controlled in order

to operate the facility in a secure manner. The TCB modules that
1 antt

contain the reference validation mechanism shall be identified. The
procedures for secure generation of 2 new TCB from source after

modification of any modules in the TCB shall be described.

Test Documentation

The system developer shall provide to the evaluators a document that
describes the test plan. test procedures that show how the security

mechanisms were tested. and results of the security mechanisms'
functional testing. It shall include results of testing the effectiveness
of the methods used to reduce covert channel bandwidths.

Design Documentation

©
-

Documentation shall be available that provides a description
manufacturer's philosophy of protection and an explanation of how
philosophy is translated into the TCB. The interfaces between the TCB

modules shall be described. A formal description of the security policy

(2]

zh
his

model enforced by the TCB shali be available and proven that it is
sufficient to enforce the security policy. The specific TCB protection
mechanisms shall be identified and an explanation given to show that
they satisfy the model. The descriptive top-level specification (DTLS)

shall be shown t

0 be an accurate description of the TCB interface.
Documentation shall

describe how the TCB implements the reference
mionitor concepi and give an expianation why it is tamper resistant,
cannot be bypassed, and is correctly implemented. Documentation
shall describe how the TCB is structured to facilitate testing and to

enforce least privnleée. This documentntnon shall also present the
results of the covert channel analysis and the tradeoffs involved in
restricting the channels. All auditable events that may be used in the

exploitation of known covert storage channels shall be identified. The
bandwidths of knewn covert storage channels, the use of which is not
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The class /B2) TCB must satisfy the reference monitor requirements that it med.a.'c a!
accesses of subjects to objects. be tamperproof. and be small enough 10 be subjected 1o

analvsis and tests. To this end, the TCB is structured to exclude cod not essenna/ 10
security policy enforcement, with significant svstem engineering during TCB design and
implememation directed toward minimi-ing its comple xity. A security administrator is
Siip/‘/OFiéu agudii mechanisms are e\panuea io .slgnal becurln-rele\am evenis, and svsiem

recovery procedures are required. The system is highly resistant to penetration. The

Jollowing are minimal requirements for systems asszgned a class (B3J rating:

The TCB shall define and control access between named users and named
objects ie.g.. files and programs! in the ADP system. The enforcement

mechanism (e.g., access control lists) shall allow users to specify and
control sharing of those objects, and shall provide controls to limit
propagation of access rights. The discretionary access control

mechanism shall. either by explicit user action or by default. provide that

objects are proiecied from unauthorized access. These access controls
shall be capable of specifving, for each named object, a list of named

individuals and a list of groups of named individuals with their
respective modes of access to that object. Furthermore, for each such
named object, it shall be possible to specify a list of named individuals
and a iist of groups of named individuals for which no access to the

nhinnt 32 ¢n hn mlenm A mmmcs mscc-lnaime 8~ m— Al lome Lo PR
vuUjtLi 13 1V Ut 5!':". f‘\bLC)) pClllll))lU(l 10 dll OpjcCl U} users not
already possessing access permission shall only be assigned by authorized
users

3.3.1.2 Object Reuse

All authorizations to the information contained within a storage object
shall be revoked prior to initial assignment. allocation or reallocation to
a subject from the TCB's pool of unused storage objects No

uuuuuauuu. muuulng €n Cl')p U l'Cp[CSCIIldllUHb Ul lI]lUrmdllOﬂ
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to be available to any subject

that obtains acces 0 an obje t in‘i as been released back to the
sysiem

Labels

[ P . . lalhalr necannmnintad criels annlh ATMD Ctirencme cmcmescmma {a =
SCIIMILIVILY 14DCI> addvutlalCd wWilll CTalll AL >y>iCinl Ic>OUrce | .g.,
enhiart ctnaraoe nhiect ROM) that ic directlv Ar indirertlyv anraccihle hy
)uUthk .‘}L\Jluéb VUV JWw Ly AN IYA ] BIAGL 2O Ullb\-ll: i lllullbbll: AVve VIV U’
subjects external to the TCB shall be maintained by the TCB. These
labels shall be used as the basis for mandatory access control decisions.

In order to import non-labeled data, the TCB shall request and receive

- from an authorized user the security level of the data, and all such

(V8

actions shall be auditable by the TCB.

Sensitivity labels shall accurately represent security levels of the
specific subjects or objects with which me) are associated. When

i meead L sha TN comelsliiiras Lale =L 11 . cneals maem A
exporiea y tnec 1L D, ScnSlllVll) lduc Snail accurately ana

mamhisniAncle ranracant tha intarnal ]Q"\A‘c anAd chall ha necariatad
UlIalllUIEUOUUDIY 1L PILOLIIL LG LIkl ildl laUbvio allu Jllall UL addueiaieud
with the information being exported

1
. desngnatio shall be done manuall d shall be auduable by th
TCB. The TCB shall maintain and bc able to audit any change in
the security level or levels associated with a communication
channel or 1/0 device.
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tion channel the protocol used on that channel shall
provide for the unambiguous pairing between the sensitivity
labels and the associated information that is sent or
received.

Wl
w
[ 2]
o
T
<
3

—
~.
=0
Q.
[
=
-0
0
v
n
=)
(=%
m

mgle ievel commumcauon
aintain ihe sensitivity labe

[g]
=2
0
3
3
.2
w
]
-
a9

5

=
wo~
n
=

level f nformanon 1mported or exported via smgle level
communication channels or I/0 devices.
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3.3.1.3.2.3 Labeling Human- Readable Output
The ADP system administrator shall be able to specify the
printable label names associated with exported sensitivity
labels. The TCB shall mark the beginning and end of all

human-readable, paged, hardcopy output (e.g., line printer
output) with human-readable sensitivity labels- that properly!
represent the sensitivity of the output. The TCB shall. by
defauit, mark the top and bottom of each page of human-
readable, paged, hardcopy output (e.g., line printer output)

with human-readable sensitivity label

represent the overall sensmvny of the output or that
properly' represent the sensitivity of the information on the
page. The TCB shall, by default and in an appropriate
manner, mark other forms of human-readable output (e.g.,

' maps. grapmcs) with human-readable sensmvuy labels that

properly! represent the sensitivity of the output. Any
override of these marking defaults shall be auditable by the

TCB.
3.3.1.3.3 Subject Sensitivity Labels

The TCB shall immediately notify a terminal user
in the security level associated with that user during an interactive
session. A terminal user shall be able to query the TCB as desired

for a display of the subject's complete sensitivity label.

I‘ "‘ﬂ“n-ﬁ
f each cnange
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Device Labels

The TCB shall support the assignment of minimum and maximum
security levels to all attached physical devices. These security
levels shall be used by the TCB to enforce constraints imposed by

e em LT

the pﬂ)bl&.dl environments in which the devices are jocated.
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3.3.1.4 Mandato

.

] €. is. storage objects, and I/0 devices) that are
directly or indirectly accessible by subjects external to the TCB. These
subjects and objects shall be assigned sensitivity labels that are a
combination of hierarchical classification levels and non-hierarchical
categories, and the labels shall be used as the basis for mandatory access
control decisions. The TCB shall be able to support two or more such
security levels. (See the Mandatory Access Control guidelines.) The

TP PAAMI iAo Py Ty ~ e o PR
following requirements shall hold for all accesses between all subjects
external to the TCB and all objects directly or indirectly accessible by

' The hierarchical classification component in human-readable sensitivity labels shall be equal to the greatest
hierarchical classification of any of the informatin= in the output that the ldbcla refer to. the
non-hierarchical category component shall include all of t::e non-hierarchical categories of the information

chiasnsralinal
in the ocutpur the labels refer 1o, but no other non-hierarchical categories.
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these subjects: A subject can read an object only if the hierarchical
classfication in the subject’s security level is greater than or equa to the
hierarchical classification in the object’s security level and the
non-hierarchical categoriesin the subject’s security level include all the
non-hierarchical categories in the object’s security level. A subject can
write an object only if the hierarchical classification in the subject’s
security leve is less than or equal to the hierarchica classfication in the
object’s security level and all the non-hierarchical categories in the
subject’s security level are included in the non-hierarchical categories in
the object’s security level. Identification and authentication data shall
be used by the TCB to authenticate the user’ s identity and to ensure that
the security level and authorization of subjects external to the TCB that
may be created to act on behalf of the individual user are dominated by
the clearance and authorization of that user.

3.3.2 Accountability

3.3.2.1 Identification and Authentication

The TCB shdl require users to identify themselves to it before beginning
to perform any other actions that the TCB is expected to mediate.
Furthermore. the TCB shall maintain authentication data that includes
information for verifying the identity of individual users (e.g.. passwords)
aswell as information for determining the clearance and authorizations
of individual users. This data shall be used by the TCB to authenticate
the user’s identity and to ensure that the security level and authoriza-
tions of subjects external to the TCB that may be created to act on
behaf of the individua user are dominated by the clearance and
authorization of that user. The TCB shall protect authentication data so
that it cannot be accessed by any unauthorized user. The TCB shall be
able to enforce individual accountability by providing the capability to
uniquely identify each individual ADP system user. The TCB shall also
provide the capability. of associating this identity with all auditable
actions taken by that individual.

3.3.2.1.1 Trusted Path

The TCB shall support a trusted communication path between
itself and users for use when a positive TCB-to-user connection is
required (e.g., login, change subject security level). Communica-
tionsviathistrusted path shall be activated exclusively by a user
or the TCB and shall be logically isolated and unmistakably
distinguishable from other paths.

3.3.2.2 Audit

The TCB shdl be able to create. maintain. and protect from modification
or unauthorized access or destruction an audit trail of accesses to the
objectsit protects. The audit data shall be protected by the TCB so that
read access to it is limited to those who are authorized for audit data.
The TCB shall be able to record the following types of events: use of
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identification and authentication mechanisms. introduction of objects
into a user's address space (e.g., file open, program initiation), deletion
of objects, actions taken by computer operators and system administra-
tors and/or system security officers, and other security relevant events.
The TCB shall also be able to audit any override of human-readable
output markings. For each recorded event, the audit record shall
identify: date and time of the event, user, type of event. and success or
failure of the event. For identification/authentication events the origin
of request (e.g., terminal ID) shall be included in the audit record. For
events that introduce an object into a user's address space and for object
deletion events the audit record shall include the name of the object and
the object's security level. The ADP system administrator shall be able
to selectively audit the actions of any one or more users based on
individual identity and/or object security level. The TCB shall be able to
audit the identified events that may be used in the exploitation of covert
storage channels. The TCB shall contain 2 mechanism that is able to
monitor the occurrence or accumulation of scturuy auditable evenis
that may indicate an imminent violation of security policy. This
mechanism shall be able to immediately notify the security
administrator when thresholds are exceeded and, if the occurrence or
accumulation of these security relevant events continues, the system

shall take the least disruptive action to terminate the event.

3.3.3 Assurance
3.3.3.1 Operational Assurance
3.3.3.1.1 System Architecture
The TCB shall maintain a domain for its own execution that
protects it from external interference or tampering 1e.g.. by
modification of its code or data structures). The TCB shall
maintain process isolation through the provision of distinct address
spaces under its control. The TCB shall be internally structured
into well-defined largely independent modules. It shall make
effective use of available hardware to separate those elements that
are protection-critical from those that are not. The TCB modules
shall be designed such that the principle of least privilege is
enforced. Features in hardware, such as segmentation. shall be
used to support iogically distinct storage objects with separate
attributes (namely: readable, writeable). The user interface to the
TCRB shall be completely defined and all elements of the TCB
identified. The TCB shall be designed and structured to use a
complete, conceptually simple protection mechanism with
precisely defined semantics. This mechanism shall play a
central role in enforcing the internal structuring of the TCB and
the system. The TCB shall incorporate significant use of
layering, abstraction and data hiding. Significant system
engineering shall be d¢irected toward minimizing the complexity
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3.3.3.1.2

3.3.3.1.3
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Covert Channel Analysis

The system developer shall conduct a thorough search for covert
channels and make a determination (either by actual measurement
or by engineering estimation) of the maximum bandwidth of each
identified channel. (See the Covert Channels Guideline section.)

s of cms m A T A 1a,
Trusted Facility Management

The TCB shall support separate operator and administrator
functions. The functlons performed in the role of a security
admlmstrator s be identified. The ADP system administra-

pérforming the security role effect_nel,\.

Trusted Recovery

Procedures and or mechanisms shall be provided to assure that,
after an ADP system failure or other discontinuity, recovery
without a protection compromise is obtained.
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of the TCB shall subiec 1S desngn ocumcmauon source code,
and object code to thorough analysis and testing. Their objectives
shall be: to uncover all design and 1mp1emcmauon ﬂaws that

,.
3
C
=8
o
Lond
o
-
(53
w
]
o]
=
a g
Lnd
o]
(2]
Q
3
3

S -
2.
0O
o

L]

ate
tions initiated by her users. The TCB shall be found resistant
to penetration. All discovered flaws shall be corrected and the
TCB retested 10 demonstrate that they have been eliminated and
that new flaws have not been introduced. Testing shall
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demonstrate that the TCB implementation is consistent with the
descriptive top -level specificalion (See the Secunty Testing
Giidelines.) No uéSigﬁ flaws and no more than a few correct-
able implementation flaws may be found during testing and there
shall be reasonable confidence that few remain.

3.3.3.2.2 Design Specification and Verification

A formal model of the security policy supported by the TCB shall
be maintained over the life cycle of the ADP system that is proven
consistent with its axioms. A descriptive top-level specification
(DTLS) of the TCB shall be maintained that completely and
accurately describes the TCB in terms of exceptions. error
messages, and effects. It shall be shown to be an accurate

description of the TCB mterfacc A convincing argument shall be

given that the DTLS is ¢co

3.3.3.2.3 Configuration Management

3.3.4.

During development and maintenance of the TCB. a configuration
management system shall be in place that maintains control of
changes to the descriptive top-level specification. other design
data. implementation documentation. source code. the running
version of the object code. and test fixtures and documentation.
The configuration management system shall assure a consistent
mapping among ail documentation and code associated with the

current version of the TCB. Tools shall be provided for

generation of a new version of the TCB from source code. Also
available shall be tools for comparing 2 ncw!y ger erat.ed version

Is
with the previous TCB nt
intended changes have been made in the code that w 1
used as the new version of the TCB.

umentation shail
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their use. and how they interact with one another.

Trusted Facility Manual

A manual addressed to the ADP system administrator shall present
cautions about functions and privileges that should be controlled when
running a secure facility. The procedures for examining and maintaining
the audit files as well as the detailed audit record structure for each type
of audit event shall be given. The manual shall describe the operator and

administrator functions related to security, to include changing the

security characieristics of . user. 1t shail provide guidelines on the
consistent and effective use of the protection features of the system. how
they interact, how to securely generate a new TCR, and facility
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3.34.3

3244

procedures. warnings. and privileges that need to be controlled in order
to operate the facility in a secure manner. The TCB modules that
contain the reference validation mechanism shall be identified. The
procedures for secure generation of a new TCB from source afrer
modification of any modules in the TCB shall be described. It shall
include the proceduresto ensurethat the system isinitially started in
asecure manner. Procedures shall aiso be included to resume secure
system operation after any lapse in system operation.

Test Documentation

The system developer shall provide to the evaluators a document that
describes the test plan. test procedures that show how the security
mechanisms were tested. and results of the security mechanisms
functional testing. It shall include results of testing the effectiveness of
the methods used to reduce covert channe bandwidths.

Design Documentation

Documentation shall be available that provides a description of the
manufacturer's philosophy of protection and an explanation of how this
philosophy is translated into the TCB. The interfaces between the TCB
modules shal! be described. A formal description of the security policy
mode! enforced by the TCB shall be available and proven that it is
sufficient to enforce the security policy. The specific TCB protection
mechanisms shall be identified and an explanation given to show that
theysatisfy the model. The descriptive top-level specification (DTLS)
shall be shown to be an accurate description of the TCB interface.
Documentation shall describe how the TCB implements the reference
monitor concept and give an explanation why it is tamper resistant,
cannot be bypassed. and is correctly implemented. The TCB
implementation (i.e., in hardware, firmware, and software) shall be
informally shown to be consistent with the DTLS. The elements of
the DTLS shall be shown, using informal techniques, to correspond to
the elements of the TCB. Documentation shall describe how the TCB
isstructured to facilitate testing and to enforce least privilege. This
documentation shall also present the results of the covert channel
analysis and the tradeoffs involved in restricting the channels. All
auditable events that may be used in the exploitation of known covert
storage channels shall be identified. The bandwidths of known covert
storage channels. the use of which is not detectable by the auditing
mec hanisms. shall be provided. (See the Covert Channel Guideline
section. |
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40 DIVISION A: VERIFIED PROTECTION

Thisdivisionmis characterized by the use of formal security verification methods to assure
that the mandatory and discretionary security controls employed in the system can
effectively protect classified or other sensitive information stored or processed by the
system  Extensive documentation is required to demonstrate that the TCB meets the
security requirements in al aspects of design. development and implementation.
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Systems in class (411 are functionally equivalent 1o those in class B3/ in that no
additional architectural fearures or policy requirements are added. The distinguishing

feature o svstems in this class is the analvsis derived from formal design specification
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correctly implemented.  This assurance is developmental in nciure, siarting wi

model of the security policy and a formal top-level specification (FTLS! of the design.
Independent of the particular specification language or veritication svstem used, there are
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Jive imporrant criteria for class (A1) design verification:

* A formal model of the security policy must be clearly identified and
documented. including a mathematical proof that the model is consistent with its
axioms and is sufficient 10 support the security policy.

" An FTLS must be produced thar includes abstract definitions of the functions
the TCB performs and of the hardware and/or firmware mechanisms that are
used 1o support separate execution domains.

* The FTLS of the TCB must be shown 1o be consistent with the model by tormal
rechniques where possible ‘i.c.. where wcritication tools exist) and in formal ones
otherwise.

The TCB implementation fi.e.. in hardware. firmware, and software’ must be
informally shown 10 be consistent with the FTLS. The elements of the FTLS
st be shown, using informal techniques, 1o correspond to the elements of the
TCB. The FTLS must oxpress the unificed protection mechanism required 1o

satisfy the securityv policy, and it is the elements of this protection mechanism
that are mapped to the clements of the TCB.

* Formal analvsis 1echnigues must be used 1o identi) /v and analvze coverr channels.

Informal rechniques mav be used to identifv covert timing channels. The
continued existence of identified covert channels in the system must be justified.

In kecping with the extensive design and development analvsis of the TCB required of
svstems in class (A1), more stringent configuration management is required and
procedures are established for securely distributing the <vstem 1o sites. A system security
administrator is supported.

The following are minimal requirements for systems assigned a class ‘A1) rating:
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4.1.1Security Policy

4111

41.1.2

4.1.1.3

Discretionary Access Cont rol

The TCB shalldefine and control access between named users and named
objects (e.g.. files and programs, in the ADP system. The enforcemerit
mechanism rc.¢.. access control lists shall allow users to specify and
control sharing of those objects. and shall provide controls to limit
propagationof access rights. The discretionary access control
mechanism shall. either by explicit user action or by default. provide that
objects are protected from unauthorixd access. These access controls.
shall be capable of specifying. for each named object. a list of named
individuals and a list of groups of named individuals with their respective
modes of access to that object. Furthermore. for each such named
object. it shall be. possible to specify a list of named individuals and a list
of groups of named individuals for which no access to the object is to be
given. Access permission to an object by users not already possessing
access permission shell only bz assigned by authorized users.

Object Reuse

All authorization3 to the information contained within a storage object
shall bc revoked prior to initial assignment. allocation or reallocation to
a subject from the TCB's pool of unused storage objects. No
information. including encrypted representations of information.
produced by a prior subject’s actions is to be available to any subject
that obtainsaccess to an object that has been released back to the
system.

Labels

Sensitivity labels associated with each ADP system resource (eg..
subject. storage object. ROM . that is directly or indirectly accessible by
subjects external to the TCB shall be maintained by the TCB. These
labels shall be used as the basis for mandatory access control decisions.
In order to import non-labeled data. the TCB shali request and receive
from an authorized user the security level of the data and al such
actions shdl be auditable by the TCB.

4.1.1.3.1 Labd Integrity

4.1.1.3,

Sensitiviiylabels shall accurately represent security levels of the
specific subjects or objects with which they arc associated. When
exported by the TCB. scnsitivity labelsshall accurately and
unambiguously represent the intcrnallabels and shall bc associated
w it h the information being exported.

[

Exportation of Labeled Information

The TCBshalldesignate each communication channel and 1/0
device as eithersingle-level ormultilevel. Any change in this
designation shall be done manually and shall be auditable by the
TCB. The TCBshall maintain and be able to audit any change in
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When the TCB exports an object to a muitileve! 1/0 device.
the sensitivity label associated wuh that object shall also be
exported and shall reside on the same physicai medium as

the exported information and shall be in the sam: form (i.e

machine-readable or human-readable form). When the TCB
exports or imports an object over a multilevel communica-
tion channel. the protocol useu‘ on that channei shali
pluudc for the unambigﬁcu: pauuxs between the SEﬁSiii'\'ii}'
labels and the associated information that is sent or

received.

4.1.1.3.2.2 Exportation to Single-Level Devices

Single-level I/0 devices and single-level communication
channels are not required to maintain the sensitivity labels
of the information they process. However. the TCB shall
include a2 mechanism by which the TCB and an authorized
user reliably communicate to designate the single security
level of information imported or exported via single-level
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4.1.1.3.2.3 Labeling Human-Readable Output

.......

a
human readable paged hardco py output (e.g.. line printer
output! with human-readable sensitivity labels that properly'
represent the sensitivity of the output. The TCB shall. by
default, mark the top and bottom of each page of human-
readable. paged. hardcopy output (e.g.. line printer output)
with human-readable sensitivity labels that properlx'
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sent the overall sensitivity of the output o
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perly! represent the sensitivity of the information on th
page. The TCB shall. by default and in an appropriat
manner, mark other forms of human-readable output (e.g..
maps, graphncs1 with human-readable sensitivity labels that
properly’ represent the sensitivity of the output. Any
override of these marking defauits shall be auditabie by the
TCD
AN D,

~—

e

' The hierarchical classification component in human--caa. ~le sensitivity labels shall be equal to the greatest
hierarchical classification of any of the information in the output that the labels refer to: the
non-hierarchical category component shall include all of the non-hierarchical categories of the information
in the output the labels refer o, but no other non-hierarchical categories.
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Mandatory Access Control

The TCB shall enforce a mandatory access control policy over all
resources ri.e.. subjects. storage objects. and 1/0O devices) that are
directly or indirectly accessible by subjects external to the TCB. These
subjects and objects shall be assigned sensitivity labels that are a
combinalion of hierarchicail ciassification ieveis and non- hierarchicai
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security level 1e ] y Access Control guidelines,) Th
following requnreme nts shall hold for all accesses between all subjects
external to the TCB and all objects directly or indirectly accessible by
these subjects: A subject can read an object only if the hierarchical

classification in the subject’s security level is grealer than or equal to the

hierarchical classification in the object's secum) level and the
non-hierarchical caiegories in the subject's security ievel include all the
non-hierarchical categories in the object’s security level. A subject can
write an object only if the hierarchical classification in the subject’s
security level is less than or equal to the hierarchical classification in the

object’s security level and all the non-hierarchical categories in the
subject’'s security level are included in the non-hierarchical categories in
the object's security level. ldentification and authentication data shall

be used by the TCB to authenticate the user's identity and to ensure that
el o Lol le D T o e o~ meel e maie mman 1 2ama sl T/ L _ .
inc SCLUTH_\ [eve] ana dUanl’lldllUﬂ Ol BUU_]Cle CALCITIdl tO LIIC 11U D tndl
may be created to act on behalf of the individual user are dominated by
the clearance and authorization of that user

4.1.2 Accountability
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Identification and Authentication

The TCB shall require users to identify themselves to it before beginning
1o perform any other actions that the TCB is expected to mediate.
Furthermore the TCB shaI malmam authentication data that mcludes
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tions ot subjects external to the TCB that may be created to act on
behalf of the individual user arc dominated by the clearance and
aumonzauon of that user. The TCB shall proiect authentication data so
that it cannot be accessed by any unauthorized user. The TCB shall be

able to enforce individual accountability by providing the capability to

uniquely identify each individual ADP system user. The TCB shall also
provide the capability of associating this identity with all auditable
actions taken by that individual.

2.1.1 Trusted Path

The TCB shall support a trusted communication path between
itself and users for use when a positive TCB-to-user connection is
requnred (e g. login, change subject securxty level) Communica-

a use

timeme 2r:mn tlic ecsice

Aad canme
LIUID Vld llll) irusiea pdt
or the TCB and s

L
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distinguishable from other paths.

-

Audit

The TCB shall be able to create, maintain. and protect from modification

or unauthorized access or destrucu on an audit trail of accesses to the
objects it protects. The audit data shall be protected by the TCB so that
read access to it is limited to those who are authorized for audit data.
The TCB shall be able to record the following types of events: use of
identification and authentication mechanisms, introduction of objects
into a user’s address space (e.g.. file open, program initiation), deletion
of objects. actions taken by computer operators and system administra-
tors and/or system security officers. and other security relevant events,
The TCB shall also be able to audit any override of human-readable
output markings. For each recorded event, the audit record shall
identify: date and time of the event, user, type of event. and success or

failure of the event. For 1denuf1catlon/authenucauon events the origin
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to_selecuvel) audit the dctxons of any one or more users based on
individual identity and/or object security level. The TCB shall be able to
audit the identified events that may be used in the exploilation of covert

storage channels. The TCB shall contain a mechanism that is able to
monitor the occurrence or accumulation of security auditable events that

may indicate an imminent vinlarion of cprnrnv nolicv. Thic mechanicm
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shall be able to immediately notify the security administrator when
thresholds are exceeded and, 11' lhe occurrence or accumulation of these
security relevant events continues. the system shall take the least
disruptive action to terminate the event.
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4.1.3 Assurance
4.1.3.1 Operational Assurance

4.1.3.1.1

4.1.3.1.

o

413.13

413.14

System Architecture

The TCB shall maintain a domain for its own execution that
protects it from external interference or tampering (e.g., by
modification of its code or data structures). The TCB shal
maintain process isolation through the provision of distinct address
spaces under its control. The TCB shall be internally structured
into well-defined largely independent modules. It shall make
effective use of available hardware to separate those elements that
are protection-critical from those that are not. The TCB modules
shall be designed such that the principle of least privilege is
enforced. Features in hardware, such as segmentation. shall be
used to support logically distinct storage objects with separate
attributes rnamely: readable. writeable .. The user interface to the
TCB shall becompletely defined and al elements of the TCB
identified. The TCB shall be designed and structured to use a
complete. conceptually simple protection mechanism with
precisely defined semantics. This mechanism shall play a central
role in enforcing the internal structuring of the TCB and the
svstem. The TCB shall incorporate significant use of layering.
abstraction and data hiding. Significant system engineering shdl
be directed toward minimizing the complexity of the TCB and
excluding from the TCB modules that are not protection-critical.

System Integrity

Hardware and or software features shall be provided that can be
used to periodically validate the correct operation of the on-site
hardweare and firmware eements of the TCB.

Covert Channdl Anaysis

The system developer shall conduct a thorough search for covert
channels and make a determination ieither by actual measurement
or by engineering estimation; of the maximum bandwidth of each
identified channel. (See the Covert Channels Guideline section.1
Formal methods shall be used in the analysis.

Trusted Facility Management

The TCB shall support separate operator and administrator
functions. The functions performed in the role of a security
administrator shall be identified. The ADP system administrative
personnel shall onlybe able to perform security administrator
functions after taking a distinct auditable action to assume the
security administrator role on the ADP system. Non-security
functions that can be performed in the security administration role
shall be limited strictly to those essential to performing the
security role effectively.
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Procedures and-or mechanisms shall be provided to assure that
after an ADP system failure or other discontinuity. recovery
without a protection compromise is obtained.

-Cycle Assurance

el _ .o

d in the system docume ntation. A team of
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the TCB shall subject its design documentation. source code.
and object code to thorough analysis and testing. Their objectives
shall be: to uncover all design and implementation flaws that
would permit a subject external to the TCB to read. change. or

delete data normally denied under the mandaiory or discretionary
security policy enforced by the TCB. as well as to assure that no
subject rwithout authorlzanon to do so) is able to cause the TCB

to enter a state such that it is unable to respond to communica-
tions initiated by other users. The TCB shall be found resistant to
penetration. All discovered flaws shaii be corrected and the TCB
retested to demonstrate that they have been eliminated and that
new flaws have not been introduced. Testing shall demonstrate
that the TCB implementation is consistent with the formal
top-level specification. (See the Security Testing Guidelines.: No
design flaws and no more than a few correctable implementation
flaws may be found during testing and there shaii be reasonable
confidence that few remain. Manual or other mapping of the
FTLS to the source code may form a basis for penetration

testing.

Design Specification and Verification

A formal model of the security policy supported by the TCB shal!
be maintained over the life cycle of the ADP system that is proven
consistent with its axioms. A descriptive top-level specification
(DTLS: of the TCB shall be maintained that completely and
accurately describes the TCB in terms of exceptions. error
messages. and effects. A formal top-level specification (FTLS)
of the TCB shall be maintained that accurately describes the
TCB in terms of exceptions, error messages, and effects. The

DTLS and FTLS shall include those components of the TCB

if thate

that are implemented as hardware and or firmware if their
properties are visible at the TCB interface. The FTLS shal] be
shown to be an accurate description of the TCB interface. A
convincing argument shall be given that the DTLS is consistent
with the model and a combination of formal and informal
techniques shall be used to show that the FTLS is consistent
with the model. T..i wri“catien evidence shall be consistent

with that provided w
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National Computer Security Center-endorsed formal specifica-
tion and verification system used. Manual or other mapping of
the FTLS to the TCB source code shall be performed to provide
evidence of correct implementation.

Configuration Management

During the entire life-cycle, i.e., during the design, development,
and maintenance of the TCB. a configuration management system
shall be in place for all security-relevant hardnare, firmware,
and software that maintains control of changes to the formal
model, the descriptive and formal top-level specifications, other
design data. implementation documentation, source code, the
running version of the object code, and test fixtures and
documentation. The configuration management system shall
assure a consistent mapping among all documentation and code
associated with the curreni version of the TCB. Tools shall be
provided for generation of a new version of the TCB from source
code. Also available shall be tools, maintained under strict
configuration control, for comparing a newly generated version
with the previous TCB version in order to ascertain that only the
intended changes have been made in the code that will actually be
used as the new version of the TCB. A combination of technical,
physical. and procedural safeguards shall be used to protect
from unauthorized modification or destruction the master copy
or copies of all material used to generate the TCB.

Trusted Distribution

A trusted ADP system control and distribution facility shall be
provided for maintaining the integrity of the mapping between
the master data describing the current version of the TCB and
the on-site master copy of the code for the current version.
Procedures (e.g., Site security acceptance testing) shall exist for
assuring that the TCB softnare, firmnare, and hardware
updates digtributed to a customer are exactly as specified by the
master copies.

4.1.4 Documentation

4.1.4.1 Security Features User’s Guide

A single summary. chapter. or manual in user documentation shall
describe the protection mechanisms provided by the TCB. guiddines on
their use. and how they interact with one another.

4.1.4.2 Trusted Facility Manual

A manual addressed to the ADP system administrator shall present
cautions about functions and privileges that should be controlled when
running a secure facility. The procedures for examining and maintaining
the audit files as well as the detailed audit record structure for each type
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of audit event shall be given. The manual shall describe the operator and
administrator functions related to security, to include changing the
security characteristics of a user. It shall prm ide guidelines on the

consistent and effective use of the protection features of the system. how
they interact, how to securcly generate a new TCB, and facnlny

procedures, warnings, an e controlled in order
10 operate the facil lity in a secure manner Thp TCRB modules that
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contain the refercnce validation mechanism shall be identified. The
procedures for secure generation of a new TCB from source after
modification of any modules in the TCB shall be described. It shall

include the proceaures to ensure that € system is mmally started in a
secure manner. Procedures shall a}so be included to resume secure
system operation after any lapse in system operation.

4.1.4.3 Test Documentation

4.1.4.4

The system developer shall provide to the evaluators a document that
describes the test plan, test procedurss that show how the security
mechanisms were tested, and results of the security mechanisms’
functional testing. It shall include results of testing the effectiveness of

the methods used to reduce covert channe!l bandwidths. The results of
the mapping between the formal top-level specification and the TCB

source code shall be given.

Design Documentation

Documentation shall be available that provides a description of the
manufacturer's philosophy of protection and an explanation of how this
philosophy is transiated into the TCB. The interfaces between the TCB
modules shall be described. A formal description of the security policy
model enforced by the TCB shall be available and proven that it is
sufficient to enforce the security policy. The spec1f1c TCB protection
mechanisms shall be identified and an explanation given to show that

they satisfy the model. The dcscrlpuvc top-level specxfncauon (DTLS)

Y P T 2 2 » )

shall be shown to be an accurate description of the TCB interface.
Documentation shall dcscribc _how the TCB implements the reference
monitor concept and give an explanation why it is tamper resistant.

cannot be bypassed. and is correctly implemented. The TCB

implementation (i.e., in hardware, firmware, and software) shal! te

informally shown to be consistent with the formal top-level speclf ca
he elem the FTLS shall be shown, u;mg informa

tion (FTLS). The elements of the FTLS shall be i
techniques, to correspond to the elements of the TCB. nnrnmcn....t.., n
shall describe how the TCB is structured to facmtate testing and t

enforce least privilege. This documentauon shall also present the resuhs
of the covert channel analysis and the tradeoffs involved in resmctmg

P “_.)

the channels. All auditabie events that may be used in the expioitation
of known covert storage channels shall be identified. The bandwidths of

known covert storage channels, the use of which is not detectable by the
auditing mechanisms, shall be provided. (See the Covert Channel
Guideline section.) Hardware, firmware, and software mechanisms not
dealt with in the FTLS but strictly mternal to the lCB (e g., mapping

Memiory access nlaa -l .....

~ all ha . ad
irect m Cory &cCceéss uu) shall be clear! _y escribed.
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Most of the security enhancements envisioned for systems that will provide features

and assurance in addition to that already provided by class (A1) systems are beyond
current technology. The discussion below is intended to guide future work and is
derived from research and development activities already underway in both the public
and private sectors. As more and better analysis techniques are developed. the

requirements for these systems will become more explicit. In the future. use of
formal verification wil] be extended to the source level and covert timing channels will
be more fully addressed. At this level the design environment will become important
and testing will be aided by analysis of the formal top-level specification

! )
Consideration will be given to the correctness of the tools used in TCB development
(e.g.. compilers. assemblers. loaders: and to the correct functioning of the hardware/
firmware on which the TCB wili run. Areas to be addressed by systems beyond class
tA 11 include:

A demonstration formal or otherwise) must be given showing that requirements of
seif-protection and compieteness for reference monitors have been impiemented in the

Although bevond the current state-of-the-art. it is envisioned that some test-case
generation will be done automatically from the formal top-level specification or
formal lower-level specifications

The T must be verified down to the source code level, using formal verification
methods thfP feasible Formal verification of the source odc of the security-

lmportam consnderauons are the chmce of a hlgh -level language whose scmamlcs can
be fully and formally expressed. and a careful mapping. through successive stages. of
the abstract formal design to a formalization of the implementation in low-level
specifications. Experience has shown that only when the lowest ievel specifications
closely correspond to the actual code can code proofs be successfully accomplished.
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Trusted Design Environment

The TCB must be designed in a trusted facility with only trusted (cleared' personnel.



PART II:
RATIONALE AND GUIDELINES
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50 CONTROL OBJECTIVES FOR TRUSTED
COMPUTER SYSTEMS

The criteria are divided within each class into groups of requirements. These groupings
were dev eloped to assute thut three basic control objectives for computer security are
satisfied and nor overlooked. These control objectives deal with:

. Security Policy
. Accountabiiin
< Assuranee

This section nrovides & discussion of these general control objectives and their implication
1 1ermy of dosigiing trusted systenos. .
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A major goal of the National Computer Security Center is to encourage the
Computer Industry to develop trusted computer systems and products. making them

widely available in the commercial market place. Achievement of this goal will
require recogmuon and articulation by both the public and private sectors of a need
and demand for such products.

As described in the introduction to this document. efforts to define the problems and

de\elop soluuons associated with processing nationally sensitive information. as well
as other sensmve data such as financial. medxcal and personne] inf °mauon used by

The criteria. as described in Part I. represem the culmination of these efforts and
describe basic requirements for building trusted computer systems To date.
however. these systems have been viewed by many as only sa!isfvm.g National
Security needs. As long as this perception continues the consens s needed to
motivate manufacture of trusted systems will be lacking

The Purpose of this section is to describe in detail the fundamental contro! objectives
These objectives lay the foundation for the requirements outlined in the criteria. The
goal is to explain the foundations so that those outside the National Security
Establishment can assess their universality and. by extension. the universal

applicability of the criteria requirements to processing all types of sensitive
applications whether they be for National Security or the private sector.

some aspeu fan organization's resources or processes, or bm‘n. in terms of a
computer system. control objectives provide a framework for developing a strategy
for fulfilli".g a set of security requirements for any given system. Developed in
response to generic vulnerabilities. such as the need to manage and handle sensitive
data in order to prevent compromise. or the need to provide accountabxlm in order
to detect fraud. control objectives have been identified as a useful method of
expressing security goals.[3]

Examples of control objectives include three basic design requirements for

t ves 1
implementing the reference monitor concept discussed in Section 6. They are:

* Th

* The reference validation mechanism must always be invoked.

* The reference validation mechanism must be small enough to be subjected to
analysis and tests. the completeness of which can be assured.[1]

ttmamin A enl MNlianses a
Criteria Lointroi Uojectives
The three basic control objectives of the criteria are concerned with security policy.

accountability, and assurance. The ren:..iic.r of this section provides a discussion of
these basic requirements.
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of this. FIPS PLB 39 Glossar\ For Compuler S rems Security, does not have
unique definition for computer security.[20] Instead there are eleven separate
definitions for security which include: ADP systems security, administrative
security. data security, etc. A common thread running through these
deimmons 1s the word prorecnon l-urthcr declarauons of protecuon

will "assure that

.
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information will. mth reasonabl e dependability, prevent: - a. Deliberate or
inadvertent access to classified material by unauthorized persons. and b.
Unauthorized manipulation of the computer and its associated peripheral
devices."[11]

In summary. protection requirements must be defined in terms of the perceived
threats. risks. and goals of an organization. This is often stated in terms of a
security policy. It has been pointed out in the literature that it is external
laws. rules. regulations. etc. that establish what access to information is to be
permitted. mdependem of the use of a computer. In particular. a given system

can only be said to be secure with respect 1o its enforcement of some specific
policy.[34] Thus. the control objective for security policy is:

i . Yy,
must be nreclsely defined and implemented for each system 1at is
used to process sensitive information. The security : st
accurately reflect the laws, regulations, and genera
which it is derived.

.1.1 Mandatory Security Policy

Where a security policy is developed that is to be applied to contro] of
classified or other specifically designated sensitive information. the policy
must include detailed rules on how to handle that information
throughout its life-cycie. These rules are a function of the various

........................ oL ~ elan foala .2 Amem Ar~ a ol o Py P -
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forms of access supported by the system. Mandatery security refers o
the enforcement of a set of access control rules that constrains a

r s s
subject's access to information on the basis of a comparison of that
individual's clearance-authorization to the information. the classification’/
sensitivity designation of the information. and the form of access being
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Control Objectives

mediated. Mandatory policies elthcr require or can be satisfied by
systems that can enforce 2 partial ordering of designations, namely. the
designations must form what is mathematically known as a Iam'ce.[?]

A clear implication of the above is that the system must assure that the
designations associated with sensitive data cannot be arbitrarily changed,
since this could permit individuals who lack the appropriate authoriza-
tion to access sensitive information. Also implied is the requirement that
the system controi the flow of information so that data cannot be stored

with lower sensitivity designations unless its "downgrading" has been
authorized. The control objective is:

QuiiivViiew ne control - el

MANDATORY SECURITY CONTROL OBJECTIVE

Security policies defined for systems that are used to process
classified or other specifically categorized sensitive information
must include provisions for the enforcement of mandatory access
control rules. That is, they must include a set of rules for
controlling access based directly on 2 comparison of the
individual's clearance or authorization for the information and
the ciassification or sensitivity designation of the information
being sought, and indirectly on considerations of physical and
other environmental factors of control. The mandatory access
ules must acc urately reflect the laws, regulations, and
1 from

t
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Discretionary Security Policy

Discretionary security is the principal type of access control available in
computer systems today. The basis of this kind of security is that an
individual user, or program operating on his behalf, is allowed to specify
explicitly the types of access other users may have to information under
his control. Discretionary security differs from mandatory security in
that it implements an access control policy on the basis of an

individual's need-to-know as onnosed to mandatorv controle which are
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driven by the classification or sensitivity designation of the information.

ot atemle ~aa - - e

Discretionary controls are not a replacer 1ent for mandatory controls. In
an environment in which information is classified (as in the DoD)

-discretionary security provides for a fmer zranulantv of control within

the overall constraints of the mandatory policy. Access to classified
information requires effective implementation of both types of controls
as precondition to granting that access. In general, no person may have
access to classified informzx' on unless: (a) that person has been
determined to be trustworthy, i.e., granted a personnel security clearance
-- MANDATORY, and (b) access is necessary for the performance of
official duties. i.e., determined to have a need-to-know -- DISCRE-

TIONARY. In other words, discretionary controls give individuals
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discretion to decide on which of the permissible accesses will actualy be
allowed to which users. consistent with overriding mandatory policy
restrictions. The control objective is.

DISCRETIONARY SECURITY CONTROL OBJECTIVE

Security policies defined for systems that are used to process
classified or other sensitive information must include provisions
for the enforcement of discretionary access control rules. That
is, they must include a consistent set of rules for controlling and
limiting access based on identified individuals who have been
determined to have a need-to-know for the infor mation.

5.3.1.3 Marking

To implement a set of mechanisms that will put into effect a mandatory
security policy, it is necessary that the system mark information with
appropriate classification or sensitivity labels and maintain these
markings as the information moves through the system. Once
information is unalterably and accurately marked, comparisons required
by the mandatory access control rules can be accurately and consistently
made. An additional benefit of having the system maintain the
classification or sensitivity label internally is the ability to automatically
generate properly “labeled” output. The labels. if accurately and
integrally maintained by the system. remain accurate when output from
the system. The control objectiveis:

MARKING CONTROL OBJECTIVE

Systems that are designed to enforce a mandatory security
policy must store and preserve the integrity of classification or
other sensitivity labels for all information. Labels exported
from the system must be accurate representations of the
corresponding internal sensitivity labels being exported.

5.3.2 Accountability

The second basic control objective addresses one of the fundamenta principles
of security, i.e.. individua accountability. Individua accountability is the key
to securing and controlling any system that processes information on behalf of
individuals or groups of individuals. A number of requirements must be met in
order to saisfy this objective.
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The first requirement is for individual user identification. Second. there is a

need for authentication of the identification. laemmcauon 1s tuncuonall)
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security pohcnes can be properly invoked because there
proper authorizations can be made. :

The third requirement is for dependable audit capabilities. That is, a trusted
computer system must provide authorized personnel with the ability to audit
any action that can potentially cause access to. generation of, or effect the
release of classified or sensitive information. The audit data will be selectively
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The third basic control objective is concerned with guaranteeing or providing
connaence that me security policy has been 1mp1ememed correctiyv and that the
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guarantee that th rusted Domon of the s»stem works only as intended. To
accomplish these objectives. two types of assurance are needed. They are life-
cycle assurance and operational assurance.

Life-cycle assurance refers to steps taken by an organization to ensure that the
system is designed. developed. and maintained using formalized and rigorous
controls and standards.[21] Computer systems that process and store sensitive
assified information depcnd on the hardware and software to protect that

1
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protected against unauthorized changes that could cause protection mechanisms
to malfunction or be bypassed completely. For this reason trusted computer
systems must be carefully eva'uur=d and tested during the design and
developmcm phases and reevaluated whenever changes are made that could

affect the mtegrlly of the protection mechanisms. Unly in this way c¢an
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security policy is maintained accurately and without distortion
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While life-cycle assurance is concerned with procedures for managing system
design. development. and maintenance: operational assurance focuses on
features and system architecture used to ensure that the security policy is
uncircumventably enforced during system operation. That is, the security

policy must be imegrateu into the hardware and software protection features of
the cvctam Fvamnlec nf ctenc takan tA nravide thic LinAd Af ~anfidancs
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1 ional hardware and software for correct
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nclude: methods for testing the opcrauon
operation. isolation of protection-criti

software 1o provide distinct domains. T e
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omrol objective is:

Systems that are uised to process or handle classified or other
sensitive information must be designed to guarantee correct and
accurate interpretation of the security policy and must not distort the
intent of that policy. Assurance must be provided that correct

~a

lmplémémzﬁion and operation of the policy exisis mrougnour the

_____ ._l-
DVSIUIII S ll Mit.



v9



Rationale

6.0 RATI ONALEBEHI NDTHE
EVALUATI ON CLASSES

65



66 Rationale

6.1 The Reference Monitor Concept

In October of 1972. the Computer Security Technology Planning Study. conducted by

James P. Anderson & Co.. produced a report for the Electronic Systems Division

(ESD, of the United States Air Force[ 1] In that report. the concept of “a reference
monitor which enforces the authorized access relationships between subjects and

objects of asystem” was introduced. The reference monitor concept was found to be

an essential element of any system that wouls provide multilevel secure computing
facilities and controls,

The Anderson report went on to define the referencevalidation mechanism as “an
implementation of the reference monitor concept ... that validates each referenceto
data or programs by any user (program) against alist of authorized types of reference
for that user.” It then listed the three design requirements that must be met by a
reference validation mechanism:

a The reference vaidation mechanism must be tamperproof.
b. The reference vdidation mechanism must_always be invoked.

C. The reference validation mechanism must be smal enough to be subjec
to analysis and tests. the completeness of which can be assured.[1]

Extensive peer review and continuing research and development activities have
sustained the validity of the Anderson Committee’s findings. Early examples of the
reference validation mechanism were known as securiry kernels. The Anderson Report
described the security kernel as “that combination of harduare and software which
implements the reference monitor concep:"{!]Inthisvein. it will be noted that the
security kernel must support the three reference monitor requirements listed above.

6.2 A Formal Security Policy Mode

Following the publication of the Anderson report. considerable research was initiated
into formal models of security policy requirements and of the mechanisms that would
implement and enforce those policy. models as a security kernel. Prominent among
these efforts was the ESD-sponsored development of the Bell and LaPadula modé& an
abstract formal treatment of DoD security* policy.[2]Using mathematics and set
theory. the model precisely defines the notion of secure state. fundamental modes of
access. and the rules for granting subjects specific modes of access to objects.

Finally. a theorem is proven to demonstrate that the rules are security-preserving
operations. so that the application of any sequence of the rulesto a system that isin
a secure state will result in the system entering a new state that is aso secure. This
theorem is known as the Basic Security Theorem.

A subject can act on behalf of a user or another subject. The subject is created as a
surrogate for the cleared user and is assigned a formal security level. Objects are
assgned a formal security level based on their classification. The state transitions and
invariants of the formal policy model define the invariant relationships that must hold
between the clearance of the user, the formal security level of any process that can
act on the user’s behalf. and the formz' s2curity level of the devices and other objects
to which any process can obtain specific modes of access. The Bell and LaPadula
model. for example. defines arelationship between formal security levels of subjects
and objects. now referenced as the dominance relation. From this definition. accesses
permitted between subjects and objects are explicitly defined for the fundamental
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modes of access. including read-only access. read/write access, and write-only access.
The model defines the Simple Security Condition to control granting a subject read
access to a specific object. and the '-Property (read "Star Property") to control
granting a subject write access to a specific object. Both the Simple Security

P TR PR TN leeAda N cnd ne tha
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dominance relation between the formal security levels of subjects and objects. The
Discre!mnzr\ Security P ope_rt.,' is also defined. z_md requires thal a specific subject be

treatment of subJects (processes acting on behalf of a user), thc model dlstmguishes
between trusted subjects (i.e.. not constrained within the model by the *-Property)
and untrusted subjects (those that are constrained by the *-Property).

From the Bell and LaPadula model there evolved a model of the method of proof
required to formally demonstrate that all arbitrary sequences of state transitions are
security-preserving. It was also shown that the *-Property is sufficient to prevent the
compromise of information by Trojan Horse attacks.

encourage the widespread commercial availability of tr sted compmer
el Lasre L :

"' o
3
3
‘l3
D un
3
o
) .
—
1
Q.
—
(=
o
I~}
LndEe
— -
s
-t

II':

S
obvectne 13 he reference
validation mechamsm For comemence these evaluanon criteria use the term 7Trusred
Computing Besc 1o refer to the reference validation mechanism. be it a security kernel.
front-end security filter. or the entire trusted computer system.

The heart of a trusted computer system is the Trusted Computing Base (TCB) which
contains all of the elements of the system responsible for supporting the security
policy and supporting the isolation of objects (code and data) on which the protection
is based. The bounds of the TCB equate to the "security perimeter” referenced in
some computer security meraturc In the interest of understandablie and maintainabie

............... elas v meimenn o

¢ as ;‘)OSSlbi ¢ consistent with the functions it has
S

a firmuware and caftware critical
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us implemented such that system elements excluded
from it need not be trusted to maintain protection. Identification of the interface and
elements of the TCB along mth their correct functionality therefore forms the basis

for evaluation.

For general-purpose svstems. the TCB will include key elements of the operatin

svstem and may include all of the operating system. For embedded systems. the
security policy may deal with ObJCClS in a way that is meaningful at the application
level rather than at the operating system level. Thus, the protection policy may be
enforced in the application software rather than in the underlying operating system.

The TCB will necessarily include all those portions of the operating system and
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application sofiware essential to the support of the policy. Note thal. as tne amount
of code in the TCB increases. it becomes harder to be confident that the TCB
enforces the reference monitor requirements under all circumstances
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The third reference monitor design objective is currently interpreted as meaning that

ir Y inici as é n
the TCB must be of sufficiently simple organization and complexity to be subjected to
tests, the comp/etenes of which can be assured.
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system' s protected data, along w1th the range of clearances held by the system
population) for a particular system's operational application and environment, so also
must the assurances be increased to substantiate the degree of trust that will be placed
the system. The hierarchy of requirements that are presented for the evaluation

inm Aritacin raflant tha Fme olocn

S - -——vota - d
in the trusted computer system evaluation criteria reflect the need for these

As discussed in Section 5.3, the evaluation criteria uniformly require a statement of
[

ecurity policy that is enforced by each trusted computer system. In addition, it

is required that a convincing argument be presented that explains why ths TCB
satisfies the first two design requirements for a reference monitor. It is not expected
that this argument will be entirely formal. This argument is required for each
candidate system in order to satisfy the assurance control objective.

The systems to which security enforcement mechanisms have been added, rather than
built-in as fundamental design objectives, are not readily amenable to extensive
analysis since they lack the requisite conceptual simplicity of a security kernel. This
is because their TCRB extends 10 cover much of the entire system. H‘u‘_\_y thei
degree of trustworthiness can best be ascertained only by obtaining test results. Si
no test procedure for something as complex as a computer system can be tr
exhaustive. there is always the possibility that a subsequent penetration attempt could
succeed. It is for this reason that such systems must fall into the lower evaluation

1
Ciasses.

On the other hand, those systems that are designed and engineered 1o support the

TCB concepts are more amenable to analysis and structured testing. Formal methods
can be used to analyze the correctness of their reference validation mechanisms in
enforcing the system's security policy. Other methods, including less-formal
arguments, can be used in order to substantiate claims for the completeness of their
access mediation and their degree of tamper-resistance. More confidence can be
placed in the results of this analysis and in the thoroughness of the structured testing
than can be placed in the results for less methodically structured systems. For these ‘
risk envnronments. Successful 1mplementauons of such s_ystcms would be placed in
the higher evaluation classes.

It is highly desirable that there be only a small number of overall evaluation classes.
Three major divisions have been identified in the evaluation criteria with a fourth
division reserved for those systems that have been evaluated and found to offer

unacceptable security protection. Within each major evaluation division, it was
found that "intermediate” classes of trusted system design and development could
meaningfully be defined. These intermediate classes have been designated in the
criteria because they identify systems that:
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. are viewed to offer significantly better protection and assurance than would
systems that satisfy the basic requirements for their evaluation class: and

. there is reason to believe that systems in the intermediate evaluation classes
could eventually be evolved such that they would satisfy the requirements
for the next higher evaluation class.

Except within divison A it is not anticipated that additional “intermediate’ evauation
classes satisfying the two characteristics described above will be identified.

Distinctions in terms of system architecture. security policy enforcement. and
evidence of credibility between evaluation classes have been defined such that the |
“jump” between evduation classes would require a consderable investment of effort
on the part of implementors. Correspondingly. there are expected to be significant
differentials of risk to which systems from the higher evaluation classes will be

exposed.
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Established Federal Policies

A significant number of computer security policies and associated requirements have
been promulgated by Federal government elements. The interested reader is referre:
to reference {36] which analyzes the need for trusted systems in the civilian agencies
of the Federal government, as well as in state and local governments and in ths

H
nrivate sector. This reference also details 2 number of relevant Faderal statytes
privase Svviva . HY it = ivi I v S I q

W VEALAN taltu
policies and requirements not treated further below.

acu‘dx‘it‘\‘ guidance for Federal automated information systems is pronucc by the
Office of Management and Budget. Two specifically applicable Circulars have been
issued. OMB Circular No. A-71. Transmittal Memorandum No. 1, Securitv of

Federal Automated Information Systems,[30] directs each executive agency to establish
and maintain a computer security program. It makes the head of each executive
branch department and agency responsible “for assuring an adequate level of security
for all agency data whether processed in house or commercially. This includes
responsibility for the establishment of physical, adminisirative and iechnical
safeguards required to adequately protect personal. proprietary or other sensitive data
not subject to national security regulations. as well as national security data."[30.
para. 4]

OMB Circular No. A-123, [nrernal Control Systems,[31] issued to help eliminate
fraud. waste. and abuse in government programs requires: (a) agency heads to issu
internal contro!l directives and assign responsibility. (b) managers to review programs
for vulnerability. and (c) managers to perform periodic reviews to evaluate strengths
and update controls. Soon after promulgation of OMB Circular A-123. the
rejationship of its internal controi requirements to buiiding secure computer systems
was recognized.[4] While not stipulating computer controls specifically. the

definition of Internal Controls in A-123 makes it clear that computer systems are (o
be included:

lniefﬁal kOﬁi?()lS -- the plan OI orgamzauon and an Ol the methods and
measures adopted within an agency to safeguard its resources. assure the
accuracy and reliability of its information, assure adherence 10 annlicable laws,
regulations and policies. and promote operational economy and efficiency.[31,
sec. 4.¢]

The matter of classified national security information processed by ADP systems was
one of the first areas given serious and extensive concern in computer security. The
computer security policy documents promulgated as a result contain generally more
specific and structured requirements than most. keyed in turn to an authoritative
basis that itself provides a rather clearly articulated and structured information
security policy. This basis. Executive Order 12356. National Securitv information,
sets forth requirements for the classification, declassification and safeguarding of
"national security information" per se.[18]

DoD Policies

Within the Department of Defense. these broad requirements are implemented and
further specified primarily through two vehicles: 1) DoD Regulation 5200.1-R [10].
which applies to all components of the DoD as such, and 2) DoD 5220.22-M.
industriai Security Manual for Safeguarding Classified Information [14]. which applies
to contractors included within the Defense Industrial Security Program. Note that
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the latter transcends DoD as such. since it applies not only to any contractors
handling classified information for any DoD component. but also to the contractors
of eighteen other Federal organizations for whom the Secretary of Defense is
authorized to act in rendering industrial security services. !

For ADP systems. these information security requirements are further amplified and
specified in: 1) DoD Directive 5200.28 [ 1 1] and DoD Manual 5200.28-M [12], for
DoD components. and 2) Section X1l of DoD 5220.22-M [14] for contractors.
DoD Directive 5200.28. Securiry Requirements for Automatic Data Processing /4 DP/
Svsrems. stipulates:. ‘Classified material contained in an ADP system shall be
safeguarded by the continuous employment of protective features in the system’'s
hardware and software design and configuration ...."[ 11, sec. IV] Furthermore. it
isrequired that ADP systems that “process, store, or use classified data and produce
classfied information will. with reasonable dependability, prevent:

a. Deliberate or inadvertent access to classified material by unauthorized
persons. and

b.Unauthorized manipulation of the computer and its associated peripheral
devices."[11.sec. 1 B.3]

Requirements equivalent to these appear within DoD 5200.28-M [12] and in DoD

5220

22-M[14]

DoD Directive 5200.28 provides the security requirements for ADP systems. For
some types of information. such as Sensitive Compartmented Information (SCI).
DoD Directive 5200.28 states that other minimum security requirements also apply.
These minima are found in DCID 1716 [5] which is implemented in DIAM 50-4[6]
for DoD and DoD contractor ADP systems.

From requirements imposed by these regulations. directives and circulars. the three
components of the Security Policy Control Objective. i.e.. Mandatory and
Discretionary Security and Marking. as well as the Accountability and Assurance
Control Objectives. ¢ hr functionally defined for DoD applications. The following
discussion provides firthe: < ecificity in Policy. for these Control Objectives.

7.3 Criteria Control Objective for Security Policy

731

Marking

The control objective for marking is. Sysrems that are designed to en-force a
mandatory security policy must store and preserve the inregrity of classification or
other sensitivity labels for all in formation. Labels exported from rhe system must
be accurare represeniations of the corresponding internal sensitivity labels being
exported.

DoD 5220.22-M. Industrial Security Manual for Safeguarding Classified
Information. explains in paragraph 1 1the reasons for marking information:

"1.e..NASA. Commerce Deparrmenr. GSA. State Department. Small Business Administration. National
Science Foundation. Treasury Department. Transportation Department. Interior Department. Agriculture
Depzriment. U.SInformauon Agency. Labor Department. Environmental Protection Agency. Justice
Department. U.S Arms Control and Disarmament Agency. Federd Emergency Management Agency.
Federal Reserve System. and U .S. General Accounung Office.
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a. General. Classificatio dsngnano by physical marking. notation

or other means serveés to warn and to info rm the holder what chrc: of
nratactinm againet nnanthnarized diceclacuras ic raanirad far thar
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information or material.[14]
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1) requires that classification -
markings "shall be shown on the face of ali classified documents. or clearly
associated with other forms of classified information in a manner appropriate

to the medium involved."[18]

DoD Regulation 5200.1-R (Paragraph 1-500) requires that: "Information or
ma_enal that re quircs protection against unauthorized disclosure in the interest
of national security shall be classified in one of three designations. namely:
'"Top Secret,’ 'Secret,' or 'Confidential. "'[10] {By extension, for use in
computcr processmg the unofficial designatio 'anlassrﬁcd" is used to
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classification marking t ure that classified information contained therein
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associated markings." (Th es for the exemption of certain

existing svstems where ion and applicable associated

markings cannot be imple r’néﬁt‘o without exiéﬂsivc system modification."[10]
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applicable and accurate labels classified and other sensitive information.)

DoD Mapual 5200.28-M (Paragraph 4-305d) requires the following: "Security

Labels - All classified material accessible by or within the ADP System shall be

identified as to its security classification and access or dissemination limitations.
and all output of the ADP system shall be appropriately marked."[12]

Mandatory Security

The control objective for mandatory security is: Securiry policies defined for
systems that are used to process classified or other specificallv categorized sensitive
information must include provisions for the enforcement of mandatory access
contro!l rules. That is, thox must include a set nf rules fnr rnntrnllmo access based

LOriiros ruicy, a T8 22, AT T

directly on a comparison of the individual' s clearance or aurhon:anon for the
information and the classification or sensitivity designation of the informarion
being sought, and indirectly on considerations of physical and other environmental
Jactors of control. The mandatory access control rules must accurately reflect the

rooulatinne AmAd opomornl malinice daials tlins: mwn Aamica

iaws, regulations, and general puuun _/rum Wriicn Ineyv are derived.
There are a number of policy statements that are related to mandatory security.

Executive Order 12356 (Section 4.1.a) states that "a person is eligible for
access to classified information provided that a'determination of trusrwonhi-
€ss has been
such acces
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ulation 5200.I-R (ﬁa ;a_graph 1-328
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as "any program imposing ‘need-to-know' or access controls beyond those

normally provxded for access to Confidential, Secret, or Top Secret
information. Such a program includes, but is not limited to, spera] clearance,
adjudication, or investigative requirements special designation of officials ~
authorized to determine ‘need-to-know', or special lists of persons determined

to have a 'need-to-know.'"[10] T‘ms passage distinguishes between a
"discretionary” determination of need-to-know and formal need-to-know which
15 1mp1emented through Special Access Programs. DoD Regulation 5200.1-R.
paragraph 7-100 describes general requirements for trustworthiness (glearance)

and need-to-know, and states that the individual with possession, knowledge

‘control of classified information has final responsibility for determining 1f

conditions for access have been met. This regulation further stipulates that "no

one has a right to have access to classified information solely by virtue of rank

or position."[10. para. 7-100]

DoD Manual 5200.28-M (Paragraph 2-100) states that, "Personnel who

develop. testtdebug:. maimain _Or use programs which are classified or which
1 hall nave a personnel
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associated wit h sensitive data cannot be arbltrarlh changed since this could
permit individuals who lack the appropriate clearance to access classified
information. Also implied is the requirement that a trusted computer system
must control the flow of information so that data from a higher classification
cannot be placed In a storage object of lower classification uniess its
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demonStrated need-to-know. Because of this. it must be made clear that this
requirement is not discretionary in a "take it or leave it" sense. The directives
and regulations are explicit in stating that the need-to-know test must be

satisfied before access can be e granted to the classified information. The control

P B Lo A _ao o s = mssas - .. PRy NI S AIUNPES B oy PR ] -
UUJCCH\ 10T QisCre lOﬂd ) SCCUHl) lS DECUriiy potcies aejinea jor sysiems rhar
are used 10 process classified or other sensitive information must include provisions
for the enforcement of discretionary access control rules. That is, they must
include a consistenr set of rules for controlling and limiting access based on
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identified individuals who have been determined to have a need-to-know for the
information.

DoD Regulation 5200.1-R (Paragraph 7-100) In addition to excerpts already
provided that touch on need-to-know, this section of the regulation stresses the
need-to-know principle when it states "no person may have access to classified

information unless . . . access is necessary for the performance of official

Auseiae "F1A)
QULICS. (1]

bjective for accoumablhty is: Systems that are used 10 process or handle
sified or oiher sensiiive injformaiion musi assure individual accouniabiliiv whenever

cias
either a mandatory or discretionary security policy is invoked. Furthermore, 10 assure

accountability the capab:/m must exist for an authorized and competent agent to access
and evaluate accountability information by a secure means, within a reasonable amount
of time, and withour undue difficulty.

This control objecxivc 1s supported by the following citations:

posmvely estabhshed and hlS access to the systcm and his acuvnty on the system
(including material accessed and actions taken) controlled and open to scrutiny."[11]

DoD Manual 5200.28-M (Paragraph 5-100) states: "An audit log or file (manual,
machine, or a combination of both) shall be maintained as a history of the use of the
ADP System to permit a regular security review of system activity. (e.g., The log
should record security related transactions, including each access to a classified ﬁle

and the nature of each access, ¢.g., logins. production of accountable classified
outputs. and creation of new classified files. Each classified file successfully accessed

[regardless of the number of individual references] during each 'job' or 'interactive
session’ should also be recorded in the audit log. Much of the material in this log
may also be required to assure that the system preserves information entrusted to

it.j"{12]
DoD Manual 5200.28-M (Paragraph 4-305f) states: "Where needed to assure control
of access and individual accountability, each user or specific group of users shall be

identified to the ADP System by appropriate administrative or hardware/sofiware
measures. Such identification measures must be in sufficient o enable the ADP

t
System to provide the user only that material which he is authorized."[12]
DoD Manual 5200.28-M (Paragraph 1-102b) states:

's D ‘1gna(ea Approvmg AUll'lOl'lllCS or iheir 0c51gnces IOI‘ the
purpose . . . \.x,:!! assure:




Policy

DoD Manual 5220.22-M (Paragraph 111) on audit trails states:
£

4. Maintenance of documentation on operating systems (O/S) and all
modifications thereto, and its retention for a sufficient period of time to
enable tracing of security-related defects to their point of origin or inclusion
in the system.

6. Establishment of procedures to discover, recover, handle, and dispos
of classified material improperly disclosed through system malfuncuon or
personnel action.

7. Prnm-r dmnont on ar

Proper dis osition and urity deficiencies in all
approved ADP Systems, and the effective use and dxsposmon of system
housekeeping or audit records, records of security violations or security-
related system malfunctions, and records of tests of the security features of an

ADP System.[12]

correction of ity

3
[+

a. The general security requirement for any ADP system audit trail is that it
prO\ide a doc'_men.tcd hi to.ry 0 the use of lhg sys!em n appr ved audit

activity record 10 fac:htalc rcconstrucuon of events to detcrminc the
magnitude of compromise (if any) should a security malfunction occur. To
fulfill this basic requirement, audit trail systems, manual, automa(cd ora
combination of toth must document significant events occurring in the

foliowing areas of concern: (/) preparation of input daia and dissemin airﬂ of
mrteemsre Amen i oA cammastnihla tmtarantivity hatwwasnm ncare anAd cuctam crivmemnasr
Outputl dala \l.c . TCPOIiaoIC IMiTratilvily UDCUwWECll uSTId aiil Sysitin suppoilt
personnel), (i) activity involved within an ADP environment (¢.g., ADP
support personnel modification of security and related controls), and
(i internal machine activity.

The at for an P sysiem roved to proc ssif

[l

be based on the thr ay (3
particular system. All systems aooroved for class1f1cd processing should
contain most if not all of the audit trail records listed below. The
contractor's Standard Practice Procedures (SPP; documentation must identify
and describe those applicable:

(1) Personnel access:

{3) Start/stop time of ciassific' p ocessing i dxcatmg pertinent systems
security initiation and termination events (e.g., upgrading/downgrading actions
pursuant to paragraph 107);

(4) All functions initiated by ADP system console operators;

(5) Disconnects of remote terminals and penphcral devices (paragraph
107¢).

171 Unauthorized attempts
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(8) Program aborts and anomalies including identification information
(i.e.. user/program name. time and location of incident, etc.):

(9) System hardware additions, deletions and maintenance actions:

10: Generations and modifications affecting the security features of the

system software.

¢. The ADP system security supervisor or designee shall review the audit
trail logs at least weekly to assure that all pertinent activity is properly
recorded and that appropriate action has been taken to correct any anomaly.
The majority of ADP systems in use today can develop audit trail systems in
accord with the above: however. special systems such as weapons.
communications. communications security, and tactical data exchange and
display systems. may not be able to comply with all aspects of the above and

may féc‘]uxrc individualized consideration D) the cogmlam SCCUI’[I)’ office.

‘d. Audit trail records shall be retained for a period of one inspection
cvcle.[14]

7.5 Criteria Control Objective for Assurance

The control objective for assurance is: "Systems that are used to process or handle
classified or other sensitive information must be designed to guarantee correct and
accurate iﬁiéfﬁféi&ii@ﬁ OI [nC SéCUTlI) poucy and must not CllSlOl'[ the mtcnt Ol that
policy. Assurance must be provided that correct implementation and operation of the

policy exists throughout the system's life-cycle."

A basis for this objective can be found in the following sections of DoD Directive
5200.28:

CC A AYEY 21 )

DoD Directive 5200.28 (Section IV.B) stipulates: "Generally. security of an ADP
system is most effective and economical if the system is designed originally to provide
it. Each Department of Defense Component undertaking design of an ADP system
\xhlch is expected to process. store. use. or produce classified material shall:

. From the beginning of the design process. consider the security policies. concepts.
and measures prescribed in this Directive."[11]

DoD Directive 5200.28 (Section 1V.C.5.a) states: "Provision may be made to permit
adjustment of ADP system area controls to the level of protection required for the
classification category and type(s) of material actually being handled by the system.
provided change procedures are developed and implemented which will prevent both
the unauthorized access to classified material handled by the system and the

unauthorized manipulation of the system and its components. Particular attention
shall be given to the continuous protection of automated system security measures,

FWEIRRLANNSS pAVISS VAL Vi QRGNS 2 28%i v RRaasy

techniques and procedures when the personnel security clearance level of users having
access to the system changes."[11]

DoD Directive 5200.28 (Section VI.A.2) states: "Environmental Control. The ADP
System shall be externally protected to minimize the likelihood of unauthorized access
to system entry points, access to classified information in the system. or damage to
the system."[11]

DoD Manual 5200.28-M (Paragraph 1-102b) states:




Policy : 79

Component's Dcsigﬁaic'&"Aﬁbroving Authorities, or their designees for the

purpose . . . will assure:

5. Supervision. monitoring. and testing, as appropriate, of changes in an
approved ADP System which could affect the security features of the system,
so that a secure sysiem is maintained.
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c 0 processing any classified mformauon in an
ADP system ThlS secuon reqmrcs reapproval by the cognizant security office for
major system modifications made subsequent to initial approval. Reapprovals will be
required because of fi» major changes in personnel access requirements. fii/ relocation
or structural modification of the central computer facility, fiii/ additions. deletions or

changes 10 main frame. storage or input/output devices. f/v/sysiem software changes
impacting security protection features. #vany change in clearance. declassification,
audit trail or hardware/software maintenance procedures, and /vi/ other system
changes as determined by the cognizant security office."[14]

A major component of assurance. life-cycle assurance as described in DoD Directive
7920.1. is concerned with testing ADP systems both in the development phase as well
as during operation.[17] DoD Directive 5215.1 (Section F.2.C.(2)) requires
"cvaluat_ions of selected industry and government-developed trusted computer systems
against these criteria."[13]
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8.0 AGUI DELI NEONCOVERTCHANNELS

A covert channel is any communication channel that can be exploited by a process to
transfer information in a manner that violates the system’s security policy. There are two
types of covert channels. storage channels and timing channels. Covert storage channels
include all vehicles that would allow the direct or indirect writing of a storage location by
one process and the direct or indirect reading of it by another. Covert timing channels
include dl vehicles that would allow one process to signd information to another process by
modulating its own use of system resources in such away that the change in response time
observed by the second process would provide information.

From a security perspective. covert channels with low bandwidths represent alower threat
than those with high bandwidths. However. for many types of covert channels. techniques
used to reduce the bandwidth below a certain rate (which depends on the specific channel
mechanism and the system architecture) also have the effect of degrading the performance
provided to legitimate system users. Hence, a trade-off between system performance and
covert channed bandwidth must be made. Because of the threat of compromise that would
be present in any multilevel computer system containing classified or senstive information,
such systems should not contain covert channels with high bandwidths. This guideline is
intended to provide system developers with an idea of just how high a “high” covert
channel bandwidth is.

A covert channel bandwidth that exceeds a rate of one hundred (100) bits per second is
considered “high” because 100 bits per second is the approximate rate at which many
computer terminals are run. It does not seem appropriate to call a computer system
“secure” if information can be compromised at a rate equal to the normal output rate of
some commonly used device.

In any multilevel computer system there are a number of relatively low-bandwidth covert
channels whose existence is deeply ingrained in the system design. Faced with the large
potential cost of reducing the bandwidths of such covert channels, it isfelt that those with
maximum bandwidths of |ess than one (1) bit per second are acceptable in most application
environments.  Though maintaining acceptable performance in some systems may make it
impractica to eliminate al covert channels with bandwidths of 1 or more bits per second, it
is possible to audit their use without adversely affecting system performance. This audit
capability provides the system administration with a means of detecting - and procedurally
correcting - significant compromise. Therefore, a Trusted Computing Base should provide,
wherever possible. the capability to audit the use of covert channel mechanisms with
bandwidths that may exceed a rate of one (1) bit in ten (10) seconds.

The covert channel problem has been addressed by a number of authors. The interested
reader is referred to references [7].[8].1231.[25].[26].[27]. and [33].
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MANDATORY ACCESS CONTROL FEATURES
The Mandatory Access Control requirement includes a capability to support an unspecified
number of hierarchical classifications and an unspecified number of non- ..:erarch:ca!
categories at each hierarchical level. To encourage consistency and portability in the design
and development of the National Security Establishment trusted computer systems. it is
desirable for all such systems to be able to support 2 minimum number of levels and

categories. The following suggestions are provided for this purpose:

* The number of hierarchical classifications should be greater than or equal to

sixteen 1 16 .

Th o mciemadasn Al camem hiavrnen T s ' .
* The number of non-hierarchical categories should be greater than or equal to sixty-
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10.0 A GUIDELINE ON SECURITY TESTING

These guidelines are provided to give an indication of the extent and sophistication of
testing undertaken by the National Computer Security Center during the Formal Product
Evaluation process. Organizations wishing to use ‘Department of Defense Trusted
Computer System Evaluation Criterid’ for performing their own evaluations may find this
section useful for planning purposes.

As in Part I, highlighting is used to indicate changes in the guidelines from the next lower
division.
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The security testing team shall consist of at least two individuals with bachelor
degrees in Computer Science or the equivalent. Team members shall be able to
follow test plans prepared by the system developer and suggest additions, shall
be familiar w "'it" the flaw hyporhesis or equivalent security testing me...udolegy.

and- —shall hav ssembly level programming experience. Before testing begins.
the team members shall have functional knowledge of. and shall have
completed the system developer's internals course for. the system being

evaiuated.
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Testing
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1mplement at least fne system-specmc tests in an attempt to cucum\em the
security mechanisms of the system. The elapsed time devoted to testing shall
be at least one month and need not exceed three months. There shail be no
fewer than twemy nanas-on hours spent carrying out system developer-defined

Testing for Division B
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Personnel
The secum) testing team shall consist of at least two individuals with bachelor

degrees in Computer Science or the equivalent and at least one individual with
a8 master's degree in Computer Science or equivalent. Team members shall
1

b ollo lans prepared
additions. shall be conversant with the f/au hyvpothesis or equivalent securi
testing methodology. shall be fluent in the TCB implementation language(s),
and shall have assembly level programming experience. Before testing begins.
the team members shall have functional knowiedge of. and shall have
completed the system developer's internals course for. the system being
evaluated. At least one team member shall have previously completed a
security test on another system.

be able 1o follow test plans prepared by the system developer and sugges
ity

Testing

The team shall have "hands-on" involvement in an independent run of the test
Package used by the system developer to test security-relevant hardware and
ofiware. The team shall independently design and 1mplemem at least fifteen
ystem-specific tests in an attempt to circumvent the security mechanisms of
the system. The elapsed time devoted to testing shall be at least two months
and need not exceed four months. There shall be no fewer than thirty hands-
on hours per team member spent carrying out system developer-defined tests
and test team-defined tests.

u
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1'0.3 Testing for Division A

10.3.1 Personnel

The security testing team shall consist of at least one individual with a _
bachelor’s degree in Computer Science or the equivalent and at least two -
individuals with masters' degrees in Computer Science or equivalent. Team
members shall be able to follow test plans prepared by the system developer
and suggest additions. shall be conversant with the flaw hypothesis or equivaent
security testing methodology, shall be fluent in the TCB implementation
language(s). and shall have assembly level programming experience. Before
testing begins, the team members shall have functiona knowledge of, and shall
have completed the system developer’ s internals course for, the system being
evaluated. At least one team member shall be familiar enough with the
system hardwar e to under stand the maintenance diagnostic programs and
supporting hardware documentation. At least two team member s shall have
previously completed a security test on another system. At least one team
member shall have demonstrated system level programming competence on
the system under test to a level of complexity equivalent to adding a device
driver to the system.

10.3.2 Testing

The team shall have “hands-on” involvement in an independent run of the test
package used by the system developer to test security-relevant hardware and
software. The team shall independently design and implement at least twenty-
five svstem-specific tests in an attempt to circumvent the security mechanisms
of the system. The elapsed time devoted to testing shall be at least three
months and need not exceed six months. There shall be no fewer than fifty
hands-on hours per team member spent carrying out system devel oper-defined
tests and test team-defined tests.
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"Department of Defense Trusted Computer System Evaluation Criteria” forms the basis
upon which the National Computer Security Center will carry out the commercial computer
security evaluation process. This process is focused on commcrcrally produced and

supporied general-purpose operaiing system producis that meet the needs of governmem
Aamnrtrmante and aganciace  Tha farmal avaliiatinm ic aimad at "Aff shachalf" amecmao i 1le,;
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sunnorted nroducts and is comnpletely divorced from anv consideration of overall svetem
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performance ootemla] applications, or particular p rocessmg nvironments. The evaluation

does not constitute a complete computer systcm secumy evaluation. A completc study
{e.g., as in reference [22]; must consider additional factors dealing with the system in its
unique environment, such as it's proposed security mode of opcration specific users,
applications, data sensitivity, pnysrcal and pcrsonner security, administrative and procedurai

reiter TEAMDECT neAd Ansecettcaimntimcme cantimity
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The product evaluation process carried out by the National Computer Security Center has
three distinct elements:

* Preliminary Product Evaluation - An informal dialogue between a vendor and the
Center in which technical information is exchanged to create a common
understanding of the vendor's product. the criteria, and the rating that may be
expected to resuit from a formal product evaluation.

* Formal Product Evaluation - A formal evaluation. by the Center, of a product that
is available to the DoD. and that results in that product and its assigned rating
being placed on the Evaluated Products List.

* Evaluated Products List - A list of products that have been subjected to formal
product evaluation and their assigned ratings.

D12 2
rIciiil
Since it is generally very difficult to add effective security measures late in a product’'s life
cycle, the Center is interested in working with system vendors in the early stages of product
design. A prehmmar) product evaluation allows the Center to consuit with computer

_____ ~ e 2 e me wsrme oo £ _____11

on computer unt) issues found in procucts that have not Y&l o€€n 10rmaliy
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A preliminary evaluation is typically initiated by computer system vendors who are planning
new computer products that feature security or major security-related upgrades to existing
products. After an initial meeting between the vendor and the Center, appropriate
non-disclosure agreements are executed that require the Center to maintain the
conﬁdenuahty of any proprietary information disclosed to it. Technical exchange meetmgs
follow in which the vendor provides details about the proposed product (particularly its

saawii ssaw T waswsw WV AWEwE Wweimaiw mww s siiw llJ

internal designs and goals) and the Center provides expert feedback to the vendor on
potential computer security strengths and weaknesses of the vendor's design choices. as well
as relevant interpretation of the criteria. The preliminary evaluation is typically terminated
when the product is completed and ready for field rcleas'e by the vcndor L'pon

l,a

diSIx"xu'ﬁIlO‘l v'v’ithiﬁ the Center. Those reporis containing proprietary information are not
available to the public.

During preliminary evaluation, the vendor is under obligation to actually complete or
market the potential product. . The Center is, hkemse. not committed to conduct a formal
product evaluation. A preliminary evaluation may be terminated by either the Center or the
vendor when one notifies the other, in writing, that it is no longer advantageous to continue

the evaluation.

Formai Product Evaiuation

The formal product evaluation provides a key input to certification of a computer system
for use in National Security Establishment applications and is the sole hasis for a product
being placed on the Evaluated Products List.

A formal product evaluation begins with a request by a vendor for the Center to evaluate a
product for which the product itself and accompanying documentation needed to meet the
requirements defined by this publication are complete. Non-disclosure agreements are
execuzed and a formal product evaluation team is formed by the Center. An initial meeting
eld with the vendor to work out the schedule for the formal evaluation. Since
t‘ the implemented product forms an important part of the evaluation process.
access the evaluation team to a working version of the system is negotiated with the
vendor Additional support required from the vendor includes complete design
documentation. source code. and access to vendor personnel who can answer detailed
questions about specific portions of the product. The evaluation team tests the product
against each requirement. making any necessary interpretations of the criteria with respect

to the product being evaluated.

Zo =

The evaluation team writes a final report on their findings about the system. The report is
publicly available (containing no proprietary or sensitive information) and contains the
overall class rating assigned to the system and the details of the evaluation team's findings
when comparing the product against the evaluation criteria. Detailed information

concerning vulnerabilities found by the evaluation team, as each is found. is furnished to the
system developers and designers so that the vendor has a chance to eliminate as many of
them as possible prior to the completion of the Formal Product Evaluation Vulnerability

analyses and other proprietary or sensitive information are controlled within the Center
through the Vuinerability Reporting Program and are distributed only within the U.S.
Government on a strict need-to-know and non-disclosure basis. and to the vendor.
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Summary of Evaluation Criteria Divisions
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The divisions of systems recognized under the trusied computer system evaluation critéria
are as follows. Each division represents a major improvement in the overall confidence one
can place in the system to protect classified and other sensitive information

Division (D): Minimal Protection

s
is division contains only one class. It is reserved for those systems that have been
evaluated but that fail to meet the requirements for a higher evaluation class.

Division (C): Discretionary Protection
Classes in this division provide for discretionary {need-to-know) protection and. through the
inclusion of audit capabilities. for accountability of subjects and the actions they initiate.

....... D). RA . mmes Danennéin
Division (B): Mandatory Protection

The notion of a TCB that preserves the imegrity of sensitivity labels and uses them 1o
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Division (A): Verified Protection

This division is characterized by the use of formal security verification methods to assure
that the mandatory and discretionary security controls employed in the system can
effectively protect classified or other sensitive information stored or processed by the
system. Extensive documentation is required to demonstrate that the TCB meets the
security requirements in all aspects of design. development and implementation.
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APPENDIX C -

-Class (D): Minimal Protection
This class is reserved for those systems that have been evaluated but that fail to meet the
requirements for a higher evaluation class.

Class (C1): Discretionary Security Protection

The Trusted Computing Base (TCB) of a class (C1) system nominally satisfies the
discretionary security requiremems by providing scparatlon of users and data. It
incorporates some form of credibie controis capabie of enforcing access limitations on an
individual basis. i.e.. ostensibly suitable for allowing users to be able to protect project or
private information and to keep other users from accidentally reading or destroying their
data. The class (Cl. environment is expected to be one of cooperating users processing data
at the same level's: of sensitivity

Ciass (C2): Controiled Access Protection

Systems in this class enforce a more finely grained dlscreuonary access control than (C1)
systems. making users individually accountable for their actions through login procedures.
auditing of securitv-relevant events. and resource isolation.

Class (B

-t
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Class (Bl systems require all the features required for class (C2). In addition. an informal
statement of the security policy model. data labeling. and mandatory access control over

named subjecis and objects must be present. The capability must exist for accurately
labeling exported information. Any flaws identified by testing must be removed.
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Class (B2): Structured Protection
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pohcy mode] that requires the discretionary and mandatory access control e forcemcm
found in class (B1) systems to be extended to all subjects and objects in the ADP system.
In addition, covert channels are addressed. The TCB must be carefully structured into
protection-critical and non-protection-critical elements. The TCB interface is well-defined
and the TCB design and implementation enable it to be subjected to more thorough testing

and more complete review. Authcnucauon mechanisms are strengthened. trusted facility
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managemeni is provmca in the form of support for sysiem adminisiraior and operalor
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Class (B3): Security Domains

The class (B3) TCB must satisfy the reference monitor requirements that it mediate all
accesses of subjects to objects. be tamperproof, and be small enough to be subjected to
analysis and tests. To this end, the TCB is structured to exclude code not essential to
security policy enforcement. with significant system engineering during TCB design and
impiementation directed toward minimizing its complexity. A security administrator is
supporied. audii mechanisms are expanded to signal securiiy-reievani evenis. and sysiem
recovery procedures are required. The system is highly resistant to penetration.

Class (A1): Verified Design

Systems in class (A1) are functionally equivalent to those in class tB3) in that no additional
architectural features or policy requirements are added. The distinguishing feature of

systems in this class is the analySls derived from formal design specification and verification
techniques and the resulting high degree of assurance that the TCB is correctly
implemented. This assurance is developmental in nature. starting with a formal model of
the sccuri(y poiicy and a formal top- -level speciﬁcation (FTLS) of the dcsign In keeping

el el

with the CX[CHSIVC GCSlgn ana QCVClOmenI anaxysns of the TCB YCQUH'CG of systems in ciass
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for securely distributing the system to sites. A system security administrator is supported.
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APPENDIX D

Requirement Directory

This appendix lists requirements defined in “Department of Defense Trusted Computer
System Evaluation Criteria’ aphabetically rather than by class. It is provided to assist in
following the evolution of a requirement through the classes. For each requirement, three
types of criteria may be present. Each will be preceded by the word: NEW, CHANGE, or
ADD to indicate the following:

NEW: Any criteria appearing in a lower class are superseded by the criteria that
follow.

CHANGE. The criteria that follow have appeared in a lower class but are changed for
this class. Highlighting is used to indicate the specific changes to previously
stated criteria.

ADD. The criteria that follow have not been required for any lower class, and are
added in this class to the previoudy stated criteria for this requirement.

Abbreviations are used as follows:
NR: INo Requirement 1 This requirement is not included in this class.

NAR: (No Additional Requirements) This requirement does not change from the
previous class.

The reader is referred to Part 1 of this document when placing new criteria for a
requirement into the complete context for that class.

Figure 1 provides a pictorial summary of the evolution of requirements through the classes.
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Audit
Ci: NR

c2: NEW The TCB shal be able to create, maintain, and protect from modification or
unauthorized access or destruction an audit trail of accesses to the objects it protects.
The audit data shall be protected by the TCB so that read access to it is limited to
those who are authorized for audit data. The TCB shall be able to record the
following types of events. use of identification and authentication mechanisms,
introduction of objectsinto a user’s address space (e.g., file open, program initiation),
deletion of objects. actions taken by computer operators and system administrators
and/or system security officers, and other security relevant events. For each recorded
event. the auditrecord shall identify: date and time of the event, user, type of event,
and success or failure of the event. For identification/authentication events the origin
of request (e.g., terminal ID) shall be included in the audit record. For events that
introduce an object into a user’ s address space and for object deletion events the audit
record shall include the name of the object. The ADP system administrator shall be
able to selectively audit the actions of any one or more users based on individual
identity.

Bl: CHANGE: For events that introduce an object into a user's address space and for
object deletion events the audit record shall include the name of the object and the
object’s security level. The ADP system administrator shall be able to selectively
audit the actions of any one or more users based on individual identity and/er object
security level.

ADD:. The TCB shall also be able to audit any override of human-readable output
markings.

B2: ADD: The TCB shall be able to audit the identified events that may be used in the
exploitation of covert storage channels.

B3: ADD: The TCB shall contain a mechanism that is able to monitor the occurrence or
accumulation of security auditable events that may indicate an imminent violation of
security policy. This mechanism shall be able to immediately notify the security
administrator when thresholds are exceeded, and, if the occurrence or accumulation of
these security relevant events continues. the system shall take the least disruptive
action to terminate the event.

Al: NAR.

Configuration Management

Cl: NR.
C2: NR.
Bl: NR.

B2: NEW During development and maintenance of the TCB, a configuration management
system shall be in place that maintains control of changes to the descriptive top-level
specification, other design data, implementation documentation, source code, the
running version of the object code, and test fixtures and documentation. The
configuration management system shall assure a consistent mapping among all
documentation and code associated with the current version of the TCB. Tools shall
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B3:

Al:

be provided for generation of a new version of the TCB from source code. Also
- - a 4 o
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available shall be tools for comparing a newl erated version with the previous
TCR varcinn in arder tn acrartain that anlu the intendad cshancac hovae hane smada fen
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the code that will actually be used as the new version of the TCB,

AP 2 W

NAK

: CHANGE: During the entire life-cycle, i.e., during the design, development, and

maintenance of the TCB, a configuration management system shall bé in place for all
security-relevant iur(iware, t‘irmware, and software that maintains control of changes
mal top-ievel specifications, other design

(2]
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nnder strict configuntlon control for comoa a newly generated version with the

previous TCB version in order to ascertain that only the intended changes have been

‘made in the code that will actually be used as the new version of the TCB.

ADD: A combination of technical, physical, and procedural safeguards shall be

protect from unauthorized modification or destruction the master copy or copie:
material used to generate the TCB.

: NEW: The system developer shall conduct a thorough search for covert storage

channels and make a determination (either by actual measurement or by engineering
cstimation of t'he maximum bandwidth of each identified channel. (See the Covert

CHANGE: The system developer shall conduct a thorough search for covert channels
and make a determination (either by actual measurement or by engineering estimation)
of the maximum bandwidth of each identified channeli.

ADD: Formal methods shall be used in the analysis.

Design Documentation

Clt:

C2:
: ADD: An informal or formal description of the security policy model enforced by t

NEW: Documentation shall be available that provides a description of the
manufacturer's philosophy of protection and an explanation of how this philosophy is
translated into the TCB. If the TCB is composed of distinct modules, the interfaces
between these moduies shall be described.

NAR.

sa2iwliilal vl --.---_. 283942048 2L U1

TCB shall be available and an explanation provnded to show that it is sufficient to
enforce the security policy. The specific TCB protection mechanisms shall be
identified and an explanation given to show that they satisfy the model.
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: CHANGE: The interfaces between the TCB modules shall be described. A formal
descnptnon of the security policy model enforced by the TCB shall be available and

proven that it is sufficient to enforce the security policy.

ADD: The descr lptive top-level speciﬁcation (DTLS) shall be shown to be an accurate

description of the TCB interface. Documentation shall describe how the iCB

implements the reference monitor concept and givé an explanation why it is tamper
resistant, cannot be bypassed, and is correctly implemented. Documentation shall -

describe how the TCB s structured to facilitate testing and to enforce least privilege.
This documentation shall also present the results of the covert channel analysis and
the tradeoffs involved in restricting the channels. All auditable events that may be
used in the cxploitation of known covert storage channels shall be identified. The
bandwidths of known covert storage channels, the use of which is not detectabie by
the auditing mechanisms, shall be provided. (See the Covert Channel Guideline

section.)

ADD: The TCB implementation (i.e., in hardware, firmware, and software) shall be

NTI C 1 ke
informally shown to be consistent wath the DTLS. The elements of the DTLS shall be

shown, using informal techniques, to correspond to the elements of the TCB.

: CHANGE: The TCB implementation (i.e., in hardware, firmware, an so ftware) shali

€,
be informally shown to be consistent with the formal top-level specification (FTLS).
The elements of the FTLS shall be shown, using informal ggg__nigggsi 10 ggﬂ'gsngpd

to the elements of the TCB.
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strictly internal to the TCB (e.
be clearly described.

o mappmg registers, direct memory access 1/0) shall
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cation and Verification

: NR.

: NR.
NEW: An informal or formal model of the security policy supported by the TCB shall
be maintained over t he life cycle of the ADP system and demonstrated to be consistent
with its axioms,
CHANGE: A formal model of the security policy supported by the TCB shall be
maintained over the life cycle of the ADr S'y'Su‘:xu that is proven consistent with its
axioms.

ADD: A descriptive top-ievel specification (DTLS) of the TCB shail be maintained that

completely and accurately describes the TCB in terms of exceptions, error messages,
and effects. It shall be shown to be an accurate dese escrintion of the TCR interface.

2L R2 sflall be shiown to D an accurate gesc Apreaw

ADD: A convincing argument shall be given that the DTLS is consistent with the

model.

CHANGE: The FTLS shall be shown to be an accurate description of the TCB

interface. A convincing argument shail be given that the DTLS is consistent with the
mode! and a combination of formal and informal techniques shall be used to show
that the FTLS ic congictent with the madal
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ADD: A formal top-lével specification (FTLS) of the TCB shall be maintained that
accurately describes the TCB in terms of exceptions, error messages, and effects. The
DTLS and FTLS shall include those components of the TCB that are impiemented as

L b+ Y

hardware and/or firmware if their properucs are visible at the TCB interface. lnlS
. ehas

verification evidence shall be consistent with that provided within the state-of-the-aft
of the particular National Computer Security Center-endorsed formal specification and
verification system used. Mar ual or other mapping ot‘ the FTLS to the TCB source
code shall be performed to provide evidence of correct implementation.

Device Labels -

Cl:

c
-

BI:
B2:

B3:
: NAR.

[ ]

NR.

NR.
NEW: The TCB shall support the assignment of minimum and maximum security levels
to all attached physical devices. These security levels shall be used by the TCB to

enforce constraints imposed by the physical environments in which the devices are
Jocated.

NAR.

Discretionary Access Control

Cl:

C2:

[
N o

o
b

NEW: The TCB shall define and control access bctween named users and named
objects (e.g., files and programs) in the ADP system. The enforcement mechanism
(e.g., self/group/public controls, access control lists) shall allow users to specify and
control sharing of those objects by named individuals or defined groups or both.

CHANGE: The enforcement mechanism (e.g., self/group/public controls, access control
lists) shall allow users to specify and control sharing of those objects by named
individuals, or defined groups of individuals, or by both, and shall provide controls
to limit propagation of access rights.

ADD: The discretionary access control mechanism shall, either by explicit user action
or by default, provide that objects are protected from unauthorized access. These
access controls shall be capable of including or excluding access to the granularity of a
single user. Access pcrmission to an o'bject by users not aiready possessing access

assel ol amm s amam

perrmssxon shall omy be assngnea Dy authorized users.

NAR.
NAR.
CHANGE: The enforcement mechanism (¢.§., access costrol lsts) shall allow users 1o
specify and control sharing of those objects, and shall provide controls to limit
propagation of access rights. These access controls shall be capable of Decifyinz. for

;;ch named object, a list of n'a;n;d individuals and a list of groups of named
individuals with their respectlve modes of access to that object.

H“
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ADD: Furthermore, for each such named object, it shall be possible to specify a list
of named individuals and a list of groups of named individuals for which no access to
the object is to be given.

Al: NAR.

Exportation of Labeled Information

Cl: NR.

C2: NR

Bi: NEW: The TCB shall designate each communication channel and 1/0 device as either
single-level or multilevel. Any ‘-haﬁgc- in this designation shall be done manuaily and
shall be auditable by the TCB. The TCB shall maintain and be able to audit any
change in the security level or levels associated with a communication channe! or 1/0
device

NY. A/4D
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B3: NAR.

Al: NAR.

.. ew -

Exportation to Muitiievel Devices

Cl:
C2:

NR.
NR

Bl

romewy

NEW: When the TCB exports an ObjeC( to a muitilevel I/O device, the sensitivity label
o}

associated with that object shall also be exported and shaii reside on the same physicai
medium as the exported information and shall be in the same form (i.e., machine-
.cadahlc or human-readable form). When the TCB exports or imports an object over

multilevel communication channel, the protocol used on that channel shall provide
for the unambiguous pairing between the sensitivity labels and the associated

information that is sent or received.

B2: NAR.

na AT a DD

DJ. IVAK

Al: NAR

Exportation to Single-Level Devices

Cl: NR.

C2: NR.

Bl: NEW: Single-level 1/0 devices and single-level communication channels are not
reaunired to maintain the sencitivityv lahelc af the information thev nrocecs. However
AV wiswTw Sw SESABA B l Saadw Jvllﬂltl'l‘, MAWVWII Vi Vilvw AMAAWVALMMLAWVAR ‘llv’ ylvs\-aa- llv“b'bl’
the TCB shall include a hagism. by which the TCB and an authorized user reliably
communicate to desngnate th gle security level of information imported or exported

via single-level communication channels or 1/0 devices.

"t

L
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Ci: NEW: The TCB shall require users to identify themselves to it before beginning to
perform any other actions that the TCB is expected to mrdimf Furthermore, the
TCB shall use a protected mechanism (e.g., passwords) to authenticate the user's
identity. The TCB shall pr rotect authentication data so that it cannot be accessed by
any unauthorized user.

‘C2: ADD: The TCB shall be able to enforce individual accountability by providing the

capability to uniquely identify each individual ADP system user. The TCB shall also

provide the capability of associating this identity with all auditable actions taken by
that individual.

B!: CHANGE: Furthermore, the TCB shall maintaip authentication data that includes
information for verifying the identity of individual users (e.g., passwords) as well as
information for determining the clearance and authorizations of individual users.
This data shall be used by the TCB to authenticate the user's identity and to ensure

that the security level and authorizations of snbjects external to the TCB that may

be created to act on behaif of the individual user are dominated by the clearance
and authorization of that user

B2: NAR.

B3: NAR.

1. ATaD
Al. JVAI\.

Label Integrity

Cli: NR.
C2: NR.

B1: NEW: Sensitivity labels shall accurately represent security levels of the specific subjects
or objects with which they are associated. When exported by the TCB, sensitivity
labels shall accurately and unambiguously represent the internal labels and shall be
associated with the information being exported.

B2: NAR..

R N4R

AF . iV/BEN.

Al: NAR.
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Labeling Human-Readable Output

Ci:

C2:

BI:

B2:
B3:

A %
Al

NR.

arm

NK.

NEW: The ADP system administrator shall be able to specify the printable label names
associated with exported sensitivity labels. The TCB shall mark the beginning and end
of all human-readable, paged, hardcopy output (e.g., line pnnter output) with human-
readabie sensitivity iabeis thart propeny represent the sensitivity of the output. The

- e alfmsele mmnm=ls - an PR YV QN i TP mmma ol bocsmse e A _
TCB 5KL1411, by dcfauh, [TIr-34 § lllc tup Illd bU{\Ulll vl Blﬁh page vl uumau-rcada'ﬁic,
paged, hardcopy output (e.g., line printer output) with human-readable sensitivity
labels that properly! represent the overall ser _s_t- ity of the output or that properly!

represent the sensmvxty of the information on the page. The TCB shall, by default
and in an appropriate manner, mark other forms of human-readable output (e.g.,
maps, graphics) with human-readable sensitivity labels that properly! represent the
sensitivity of the output. Any override of these marking defauits shall be auditable by
the TCB.

NAR.

Labels

Ch:
C2:
Bl:

B2:

B3:

Al
I o SIS

ATD
IV,

NR.

NEW: Sensitivity labels associated with each subject and storage object under its
control (e.g., process, file, segment, device) shall be maintained by the TCB. These
labels shall be used as the basis for mandatory access control decisions. In order to
import non-labeled data, the TCB shall request and receive from an authorized user
the security level of the data, and all such actions shall be auditable by the TCB.

CHANGE: Sensitivity labels associated with each ADP system resource (e.g., subject,
storage object, ROM) that is directly or indirectly accessible by subjects external
to the TCB shall be maintained by the TCB.

NAR.

A
e

N .

Mandatory Access Control

Cl:

(‘I

2

NR.

NR.

i The hierarchical classification componem in human-readable scnsmvnty labels shall be equal to the greatest
hierarchical classification of a any of the informaiion in ihe outpiutl thai the labels refer to; the
non-hierarchical category component shall include all of the non-hierarchical categories of the information
in the output the labels refer to, but no other non-hierarchical categories.

L -
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: CHANGE: The TCR cha

NEW: The TCRB shall enforce a mandat
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hierarchical classification levels and non-hierarchical categones and the labc shall be
used as the basis for mandatory access control decisions. The TCB shall be able to
support two or more such security levels. (See the Mandatory Access Control
guidelines.) The following requirements shali h old for all accesses betwcen subjects
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the object's security level. A subject can write an object only if the hnerarclucal
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Object Reuse

Cl- N

N~ 1.

C2:

W: A 1 authorizations to the information contained within a storage object shall be
evoked prior to mmal assxgnmem auocanon or realiocation to a subject from the
D L]
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Security FeaturesUser’ s Guide

Cl : NEW: A single summary, chapter, or manual in user documentation shall describe the
protection mechanisms provided by the TCB, guidelines on their use, and how they
Interact with one ancther.

C2: NAR
Bl: NAR
B2: NAR
B3: NAR
Al: NAR.

Security Testing
C1: NEW: The security mechanisms of the ADP system shall be tested and found to work
as claimed in the system documentation. Testing shall be done to assure that there are

no obvious ways for an unauthorized user to bypass or otherwise defeat the security
protection mechanisms of the TCB. (See the Security Testing guideines)

C2: ADD: Testing shall aso include a search for obvious flaws that would alow violation
of resource isolation, or that would permit unauthorized access to the audit or
authentication data.

Bi: NEW The security mechanisms of the ADP system shall be tested and found to work
as clamed in the system documentation. A team of individuals who thoroughly
understand the specific implementation of the TCB shall subject its design
documentation, source code, and object code to thorough analysis and testing. Their
objectives shall be: to uncover al design and implementation flaws that would permit
a subject external to the TCB to read, change, or delete data normally denied under
the mandatory or discretionary security policy enforced by the TCB; as well as to
assure that no subject (without authorization to do so) is able to cause the TCB to
enter a state such that it is unable to respond to communications initiated by other
users. All discovered flaws shall be removed or neutralized and the TCB retested to
demonstrate that they have been eliminated and that new flaws have not been
introduced. (See the Security Testing Guiddines.)

B2: CHANGE:  All discovered flaws shal be corrected and the TCB retested to demongtrate
that they have been eiminated and that new flaws have not been introduced.

ADD: The TCB shal be found relatively resistant to penetration. Testing shall
dem_?nst(ate that the TCB implementation is consistent with the descriptive top-level
specification.

B3: CHANGE: The TCB shall be found resistant to penetration.

ADD.  No design flaws and no more than a few correctable implementation flaws may
be found during testing and there shal be reasonable confidence that few remain.

Al: CHANGE: Tegting shdl demongtrate that the TCB implementation is consistent with
the forma top-level specification.

ADD: Manual or other mapping of the FTLS to the source code may form abasis for
penetration  testing.
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Subject Sensitivity Labels

Ci:

9.
)

. NR.
B2:

B3:

Al

NR.

A'D
LYIN,

NEW': The TCB shall immediately notify a terminal user of each change in the security
leve] associated with that user during an interactive session. A terminal user shall be
able to query the TCB as desired for a display of the subject's complete sensitivity
label.
.‘\.44R.
NA4R

iy /aan.

System Architecture

Cl:

M
(9]

o

o2}
[}

> ADD: The TCB shall isolate the resources to be protected so that th

NEW: The TCR shall maintain

a s 1811 maint

d
external interference or tamperi
by
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the access control and auditing requirements.

Av-—vbv\— S H e v

ADD: The TCB shall maintain process isolation through the provision of distinct
address spaces under its control.

'EW: The TCB shall maintain a domain for its own execution that protects it from
external interference or tampering (e.g.. by modification of its code or data
structures'. The TCB shall maintain process isolation through the provision of
distinct address spaces under its control. The TCB shall be internally structured into
well-defined largely independent modules. It shall make effective use of available

hardware to separate those elements that are protection-critical from those that are
not. The TCB modules shall be designed such that the principle of least privilege is
enforced. Features in hardware. such as segmentation. shall be used to support
logicali\ distinct storage objects with separate attributes (namely: readable, writeable).

-~

1ne use- interface to the TCB shall be compietely defined and all elements of the TCB

3: ADD: The TCB shall be designed and structured to use a complete, conceptually

sxmple protecuon mechanism with precisely defined semantics. This mechanism shall

I role in emorcmg tne internal sxrucrurmg of the TCB and the systcm

............... sice Af lavarima alotenmsine amd
e . £1 . abstra



106 Requirement Directory

System Integrity

Cl: NEW. Hardware and/or software features shall be provided that can be used to
periodically validate the correct operation of the, on-site hardware and firmware
elements of the TCB.

C2: NAR.
Bl: NAR.
B2: NAR.
B3: NAR.
Al: NAR.

Test Documentation

C 1: NEW: The system developer shall provide to the evaluators a document that describes
the test plan. test procedures that show how the security mechanisms were tested. and
results of the security mechanisms functiona testing.

C2: NAR.
Bl: N4R.

B2: ADD: It shall include results of testing the effectiveness of the methods used to reduce
covert channel bandwidths.

B3: NAR.

Al: ADD: The results of the mapping between the formal top-level specification and the
TCB source code shall be given.

Trusted Distribution
Cl: NR.
C2: NR.
Bl: NR.
Bl NR.
B3: MR.

Al: NEW: A trusted ADP system control and distribution facility shall be provided for
maintaining the integrity of the mapping between the master data describing the
current version of the TCB and the on-site master copy of the code for the current
version. Procedures (e.g., Site security acceptance testing) shall exist for assuring that
the TCB software, firmware, and hardware updates distributed to a customer are
exactly as specified by the master copies.
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Trusted Facility Management

Cl:

~9.
-

Bi: N
B2:

n-
Do,

Al:

NR.

NR.

NER: The TCB shall support separate operator and administrator functions.

ADD. The funciions performed in the role of a security adminisiraior shall be
identified. The ADP sysiem administrative personnel shall only be able to perform
security administrator functions after taking a distin tion to -assume the

B Uiy

tinct auditable acti

security administrator role on the ADP systemi. Non-security functions that can be
performed in the security administration role shall be limited strictly to those essential
1o performing the security role effectively.

N4R. )

—

Trusted Facility Manual

Cl

o

Al

[ ]

: ADD. The procedures for examining and maintaining the audit files as well as the

I ,4/)” The muanual

NEW . A menual addressed to the ADP svsiem administrator shall present cautions
about functions and privileges that should be controlled when running a secure
Tal iy,

detuiled audit record structure for each type of audit event shall be given.

i
a
ab fhaliua. siasnl Jdls

gu:denne~ on (he consistent and eﬁeL tive us of the protecuon features of lhe S\SIem
how they interact. how to securely generate a new TCB. and facility proccdures.
warnings. and privileges that need to be controlled in order to operate the facility in a
seCUure manner.

1DD. The TCB modules that contain the reference validation mechanism shall be
idenulied. The procedures for secure generation of a new TCB from source after
moditication of any modules in the TCB shall be described.

© ADD. Tt shali inciude the procedures to ensure that the system is initially started in a

secure nnm'wr. Procedures shzll also be included to resume secure sysiem operation
after @ny jzpse 1 system operation.

NAR.

Trusted Path

Cl:
C2.

NR.

VAN,

- NR.

. NEW. The TCB <hul! support a trusted communication path between itself and user

for initial login and authentication. Communications via this path shall be initiated
exclusively by a user.
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B3: CHANGE: The TCB shall support a trusted communication path between itself and
users for use when a positive TCB-to-user connection is required (e.g., login,
change subject security level). Communications via this trusted path shal be
activated exclusively by a user or the TCB and shall be logjcally isolated and
unmistakably distinguishable from other paths.

Al:NAR.

Trusted Recovery
Cl: NR.

C2: NR.
BI:NR.

B2:NR.

B3: NEW: Procedures and.or mechanisms shall be provided to assure that. after an ADP

system failure or other discontinuity. recovery without a protect:on compromise is
obtained.

Al: NAR.
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SUMMARY CHART

TRUSTED COMPUTER SYSTEM EVALUATION CRITERIA
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Access - A spec ific type of interaction between a subject and an object that results in the
Fasemantimm frame Ans.tA tha Athar
llU\\ Ul HHUI 11atiUll 11011 ULICT LU LIV VLI

Approval Accreditation - The official authorization that is granted to an ADP system to
process sensitive information in its operational environment. based upon
comprehensive security evaluation of the system's hardware, firmware, and software
security design. configuration. and implementation and of the other system

procedural. administrative. physical. TEMPEST, personnel, and communications
security controls.

Audit Trail - A et of records that collectively provide documentary evidence of processing
used to a@id in tracing from original transactions forward to related records and
reports. and or backwards from records and reports to thelr component source

transacuons.

Authenticate - To establish the validity of a claimed identity.
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Bandwidth - A characteristic of a communication channel that is the amount of information
that can be passed through it in a given amount of time. usuaily expressed in bits per

second.
Bell-LaPadula Model - A formal state transition model of computer security policy that
describes a sel of access control rules. In this formal model the entities in a

computer system are divided into abstract sets of subjects and objects. The notion of
a secure state is defined and it is proven that each state transition preserves security
by moving from secure state to secure state: thus, inductively proving that the system
is secure. A system state is defined to be "secure” if me onl) pcrmluca access modes
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access mode. he clearance/
classification scheme is expressed in terms s of a lattice. See also: Lattice, Simple
Security Property. *-Property.
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technical evaluation of a system's security features, made as part o
in support of the approval/accrednanon process. that establishes the extent to which
a particular computer system's design and implementation meet a set of specified

security requirements.

Channel - An information transfer path within a system. May also refer to the mechanism
by which the path is effected.

Covert Channel - A communication channel that allows a process to transfer information in
a manner that violates the system's security policy. See also: Covert Storage

Channel, Covert Timing_Channel.

Covert Storage Channel - A covert channel that involves the direct or indirect writing of a
storage location by one process and the direct or indirect reading of the storage
location by another process. Covert storage channels typically involve a finite
resource (e.g., sectors on a disk’ that is shared by two subjects at different security
levels.

Covert Timing Channel - A covert channel in which one process signals informat.... o
another by modulating its own use of system resources (e.g.. CPU time) in such a
way that this manipulation affects the real response time observed by the second

nrAceace
Piveiols.

Data - Information with a specific physical representation.

Data Integrity - The state that exists when computerized data is the same as that in the
source documents and has not been exposed to accidental or malicious alteration or
destruction.

Descriptive Top-Level Specification (DTLS) - A tcp-level specification that is written in a
natural language (e.g.. English). an informal program design notation, or a
combination of the two.

Discretionary Access Control - A means of restricting access to objects based on the
identity of subjects and/or groups to which they belong. The controls are

) X . ] . . AR R
discretionary in the sense that a subject with a certain access permission is capable of

passing that permission (perhaps indirectly) on to any other subject (unless restrained
by mandatory access control).

Domain - The set of objects that a subject has the ability to access.

Dominate - Security level S, is said to dominate security level S, if the hierarchical
nlaccrﬁratmn ﬂf‘ q ic oreatar than Ar annal ra lha{ Of S5 and {he ncneh‘crarchica}

waAMMW @A Awm A Al 49 pividIwl LIIALI VI V{ual v s

categories of S, mcludc all those of S- as a subset.

Exploitable Channel - Any channel that is useable or detectable by subjects external to the
Trusted Computing Base.

Flaw Hypothesis Methodology - A system analysis and penetration technique where
<nemﬁcmmn< and documentation for the cvctem are analvzed and then flaws in the

............................ IV AV VAW JY IV div GG AVU Qi viiwil HIG YYD 1 b

system are hypothesized. The list of hypothesized flaws is then prioritized on the



NRilaaaary, a44an
aivasal i
basis of the estimated probability that a flaw actually exists and, assuming a flaw does
exxst on the ease o extent of control or compromise it

ted prob

of exploiting it and on the

would provide. The prioritized list is used to direct the actual testing of the system.

Flaw - An error of commission. omission, or oversight in a system that allows protection
mechanisms to be bypassed.
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definition of a secure state and if all assumpuons requ1red by the mode] hold, then
all future states of the system will be secure. Some formal modeling techniques
include: state transition models, temporal logic models, denotational semantics
models. algebraic speciﬁcation models. An exampie is the model described by Bell

T ,Y\ 2 r41 as alea: NDN_11 ¥ _D_ ... 24 _ 31_1 [ P v
LaPadula in reference <] See also: Bell-LaPadula vModacl, decurity roucy

Formal Top-Level Specification (FTLS) - A Top-Level Specification that is written in a

formal mathematical language to allow theorems showing the correspondence of the
svstem specification to its formal requirements to be hypothesized and formally

proven.
Formal Verification - The process of using formal proofs to demonstrate the consistency
idesign verification: beiween a formal specification of a system and a formal security
nnlicy mnde! ar iimnlementatinn varificatinni hetwean the
}JVIIL‘ 1M1V LG VS llllyl\.lllhllkﬂkl\lll YVWwildlilvUiIVii] Ve s " wwil vVidw

Front-End Security Filter - A process that is invoked to process data according to a
specified security policy prior to releasing the data outside the processing
environment or upon receiving data from an external source.

Functionai Testing - T'ne portion of securitv testing in which the advertised features of a

rmal specification a

e85 QL

ose System - A computer system t} , o for d

ram implementation. a1d in solving a wide variety of pr oblems

Granularity - The relative fineness or courseness by which a mechanism can be adjusted.
The phrase "the granularity of a single user” means the access control mechanism can
be adjusted to include or exclude any single user.

T attioa A mnetinlly: Ardarad cat far uhich avary nmair Af alamantc ag o orantact lassas
LATTICe - A partiaily Oraerea s¢t 1or wiicn every pair 01 CiCmenis nas a gréaicst iower
bound and a least upner bound
ounc ang a ieast upper bound.
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Least Privilege - This principle requires that each subject in a system be granted the most
restrictive set of privileges (or lowest clearance) needed for the performance of
authorized tasks. The application of this principle limits the damage that can result
from accident. error. or unauthorized use.

Mandatory Access Control - A means of restricting access to objects based on the
sensitivity (as represented by alabel) of the information contained in the objects and
the formal authorization (i.e.. clearance\ of subjects to access information of such
sensitivity.

Multilevel Device - A device that is used in a manner that permits it to simultaneously
process data of two or more security levels without risk of compromise. To
accomplish this. sensitivity labels are normally stored on the same physical medium
and in the same form 1 i.e.. machine-readable or human-readablel as the data being
processed.

Multilevel Secure- A class of system containing information with different sensitivities that
simultaneously permits access by users with different security clearances and needs-
to-know. but prevents users from obtaining access to information for which they lack
authorization.

Object - A passive entity that contains or receives information. Access to an object
potentially implies access to the information it contains. Examples of objects are:
records. blocks. pages. segments. files. directories. directory trees. and programs. as
well as bits. bytes. uords. fields. processors. video displays. keyboards. clocks.
printers. network nodes. etc.

Object Reuse - The reassignment to some subject of a medium fe.g.. page frame. disk
sector. magnetic tape that contained one or more objects. To be securely reassigned.
such media must contain no residual data from the pre+iously contained object s

Output - Information that has been exported by a TCB.
Password- A private character string that is used to authenticate an identity.

Penetration Testing - The portion of security testing in which the penetrators attempt to
circumvent the security features of a system. The penetrators may be assumed to use
all system design and implementation documentation. which may include listing of
system source code. manuals. and circuit diagrams. The penetrators work under no
constraints other than those that would be applied to ordinary users.

Process - A program in execution. It is completely characterized by a single current
execution point [represented by the machine state) and address space.

Protection-Critical Portions of the TCB- Those portions of the TCB whose normal
function is to ded with the control of access between subjects and objects.

Protection Philosophy - An informal description of the overall design of a system that
delineates each of the protection mechanisms employed. A combination [appropriate
to the evaluation class\ of formal and informal techniques is used to show that the
mechanisms are adequate to enforce the security policy.
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Read - A fundamental operation that results only in the flow of information from an object
to a subject.

Read Access - Permission to read information.

Read-Only Memory (ROM) - A storage area in which the contents can be read but not
atered during normal computer processing.

Reference Monitor Concept - An access control concept that refers to an abstract machine
that mediates al accesses to objects by subjects.

Resource - Anything used or consumed while performing a function. The categories of
resources are; time, information, objects (information containers). or processors (the
ability to use information). Specific examples arez  CPU time: termina connect time;
amount of directly-addressable memory; disk space; number of 1/0 requests per
minute. etc.

Security Kernel - The hardware. firmware. and software elements of a Trusted Computing
Base that implement the reference monitor concept. It must mediate al/ accesses, be
protected from modification. and be verifiable as correct.

Security Level - The combination of a hierarchical classification and a set of
non-hierarchica categories that represents the sendtivity of information.

Security Policy - The set of laws. rules. and practices that regulate how an organization
manages. protects. and distributes sensitive information.

Security Policy Model- An informal presentation of a formal security policy model.

Security Relevant Event - Any event that attempts to change the security state of the
system. re.g.. change discretionary access controls. change the security level of the
subject. change user password. etc. ). Also. any event that attempts to violate the
security policy of the system. (e.g.. too many attempts to login, attempts to violate
the mandatory access control limits of a device, attempts to downgrade a file. etc.).

Security Testing - A process used to determine that the security features of a system are
implemented as designed and that they are adequate for a proposed application
environment. This process includes hands-on functiona testing, penetration testing.
and verification. See also: Functional Testing. Penetration Testing. Verification.

Sensitive Information - Information that, as determined by a competent authority. must be
protected because its unauthorized disclosure. alteration, loss, or destruction will at
least cause perceivable damage to someone or something.

Sensitivity Label - A piece of information that represents the security level of an object
and that describes the sensitivity (e.g.. classification) of the data in the object.
Sensitivity labels are used by the TCB as the basis for mandatory access control
decisions.
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Simple Security Condition - A Bell-LaPadula security model rule allowing a subject read
access to an object only if the security level of the subject dominates the security
level of the object.

‘iro - A device that
L a4 3 We Yivws Lillnb
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one time. Since the device need ncot be trusted to separate data of d lfferent ecuruy
levels, sensitivity labels do not have to be stored with the data being processed.
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*-Property (Star Property) - A Bell-LaPadula security model rule allowing a subject write
access 10 an object only if the security level of the subject is dominated by the
security level of the object. Also known as the Confinement Property.

Storage Object - An object that supports both read and write accesses.

Subject - An active entity. generally in the form of a person, process. or device that causes
information to flow among objects or changes the system state. Technically. a
process‘domain pair.

Subject Security Level - A subject’s security level is equal 10 the security level of the

objects to which it has both read and write access. A subject's security level must
always be dominated by the clearance of the user the subject is associated with.

TEMPEST The studv and control of spurious electronic signals emitted from ADP

Top-Level Specification (TLS) - A non-procedural description of system behavior at the
most abstract level. Typically a functional specification that omits all implementation
details.

Trap Door - A hidden software or hardware mechanism that permits system protection
mechanisms to be circumvented. It is activated in some non-apparent manner e.g..
special "random" key sequence at a terminal).

Trojan Horse - A computer program with an apparently or actually useful function that
contains additional thidden) functions that surreptitiously exploit the legitimate
authorizations of the invoking process to the detriment of security. For example.
making a "blind copy” of a sensitive file for the creator of the Trojan Horse.

Trusted Computer System - A system that employs suff “ient hardware and software
integrity measures to allow its use for processing simultaneously a range of sensitive
or classified information.

rusted Computing Base (TCB) - The totality of protection mechanisms within a computer
system -- including hardware, firmware, and software -- the combination of which is
responsible for enforcing a security policy. A TCB consists of one or more
components that together enforce a unified security policy over a product or system.
The ability of a TCB to correctly enforce a security policy depends solely on the
mechanisms within the TCB and on the correct input by system administrative
personnel of parameters (e.g.. a user's clearance) related to the security policy.



Glossary 117

Trusted Path - A mechanism by which a person at a terminal can communicate directly
with the Trusted Computing Base. This mechanism can only be activated by the

JE. ace memA Amsen S e leae a2 L Looo

person or the Trusted Computing Base and cannot be imitated by untrusted software.

User - Any person who interacts directly with a computer system.

Verification - The process of comparing two levels of system specification for proper
correspondence (e.g.. security policy model with top-level specification, TLS with
source code. or source code with object code). This process may or may not be

At N
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Write - A fundamental operation that.results only in the flow of information from a subject
10 an object.

Write Access - Permission to write an object.
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